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QUESTION 1

Which term describes a vulnerability that is unknown and therefore has no mitigating control which is immediately and
generally available? 

A. Advanced Persistent Threat. 

B. Trojan. 

C. Stealthware. 

D. Zero-day. 

Correct Answer: D 

https://en.wikipedia.org/wiki/Zero-day_(computing) 

 

QUESTION 2

A penetration tester undertaking a port scan of a client\\'s network, discovers a host which responds to 

requests on TCP ports 22, 80, 443, 3306 and 8080. 

What type of device has MOST LIKELY been discovered? 

A. File server. 

B. Printer. 

C. Firewall. 

D. Web server 

Correct Answer: A 

 

QUESTION 3

Which of the following types of organisation could be considered the MOST at risk from the theft of electronic based
credit card data? 

A. Online retailer. 

B. Traditional market trader. 

C. Mail delivery business. 

D. Agricultural producer. 

Correct Answer: A 
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QUESTION 4

What term is used to describe the act of checking out a privileged account password in a manner that bypasses normal
access controls procedures during a critical emergency situation? 

A. Privileged User Gateway 

B. Enterprise Security Management 

C. Multi Factor Authentication. 

D. Break Glass 

Correct Answer: C 

 

QUESTION 5

What Is the PRIMARY reason for organisations obtaining outsourced managed security services? 

A. Managed security services permit organisations to absolve themselves of responsibility for security. 

B. Managed security services are a de facto requirement for certification to core security standards such as ISG/IEC
27001 

C. Managed security services provide access to specialist security tools and expertise on a shared, cost-effective basis. 

D. Managed security services are a powerful defence against litigation in the event of a security breach or incident 

Correct Answer: A 
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