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QUESTION 1

What term refers to the shared set of values within an organisation that determine how people are expected to behave
in regard to information security?

A. Code of Ethics.

B. Security Culture.

C. System Operating Procedures.

D. Security Policy Framework.

Correct Answer: B
https://www.cpni.gov.uk/developing-security-culture#:~:text=Developing%20a%20Security%20Culture,-
What%20type%20ofandtext=Security%20culture %20refers%20t0%20the,think%20about%20and%20ap

proach%20security.andtext=Employees%20are% 20more%20likley%20t0%20think%20and%20act%20in
%20a%20security%20conscious¥%20manner

QUESTION 2

Which term is used to describe the set of processes that analyses code to ensure defined coding practices are being
followed?

A. Quality Assurance and Control
B. Dynamic verification.

C. Static verification.

D. Source code analysis.

Correct Answer: D

QUESTION 3

What Is the PRIMARY security concern associated with the practice known as Bring Your Own Device (BYOD) that
might affect a large organisation?

A. Most BYOD involves the use of non-Windows hardware which is intrinsically insecure and open to abuse.
B. The organisation has significantly less control over the device than over a corporately provided and managed device.

C. Privately owned end user devices are not provided with the same volume nor frequency of security patch updates as
a corporation.

D. Under GDPR itis illegal for an individual to use a personal device when handling personal information under
corporate control.

Correct Answer: A
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QUESTION 4

What Is the PRIMARY difference between DevOps and DevSecOps?

A. Within DevSecOps security is introduced at the end of development immediately prior to deployment.
B. DevSecOps focuses solely on iterative development cycles.

C. DevSecOps includes security on the same level as continuous integration and delivery.

D. DevOps mandates that security is integrated at the beginning of the development lifecycle.

Correct Answer: C
https://lwww.viva64.com/en/b/0710/#.~:text=DevOps%20is%20a%20methodology%20aiming,in%20 the%

20software%20development%20process.andtext=DevSecOps%20is%20a%20further%20develop
ment,code%20quality%20and%?20reliability%20assurance.

QUESTION 5

When undertaking disaster recovery planning, which of the following would NEVER be considered a "natural” disaster?
A. Arson.

B. Electromagnetic pulse

C. Tsunami.

D. Lightning Strike

Correct Answer: B
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