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QUESTION 1

When considering outsourcing the processing of data, which two legal "duty of care" considerations 

SHOULD the original data owner make? 

1 Third party is competent to process the data securely. 

2.

 Observes the same high standards as data owner. 

3.

 Processes the data wherever the data can be transferred. 

4.

 Archive the data for long term third party\\'s own usage. 

A. 2 and 3. 

B. 3 and 4. 

C. 1 and 4. 

D. 1 and 2. 

Correct Answer: C 

 

QUESTION 2

Which cryptographic protocol preceded Transport Layer Security (TLS)? 

A. Public Key Infrastructure (PKI). 

B. Simple Network Management Protocol (SNMP). 

C. Secure Sockets Layer (SSL). 

D. Hypertext Transfer Protocol Secure (HTTPS) 

Correct Answer: C 

 

QUESTION 3

Which of the following is the MOST important reason for undertaking Continual Professional Development (CPD) within
the Information Security sphere? 

A. Professional qualification bodies demand CPD. 
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B. Information Security changes constantly and at speed. 

C. IT certifications require CPD and Security needs to remain credible. 

D. CPD is a prerequisite of any Chartered Institution qualification. 

Correct Answer: B 

 

QUESTION 4

According to ISO/IEC 27000, which of the following is the definition of a vulnerability? 

A. A weakness of an asset or group of assets that can be exploited by one or more threats. 

B. The impact of a cyber attack on an asset or group of assets. 

C. The threat that an asset or group of assets may be damaged by an exploit. 

D. The damage that has been caused by a weakness iin a system. 

Correct Answer: A 

Vulnerability A vulnerability is a weakness of an asset or control that could potentially be exploited by one or more
threats. An asset is any tangible or intangible thing or characteristic that has value to an organization, a control is any
administrative, managerial, technical, or legal method that can be used to modify or manage risk, and a threat is any
potential event that could harm an organization or system. https://www.praxiom.com/iso-27000-definitions.htm 

 

QUESTION 5

A penetration tester undertaking a port scan of a client\\'s network, discovers a host which responds to 

requests on TCP ports 22, 80, 443, 3306 and 8080. 

What type of device has MOST LIKELY been discovered? 

A. File server. 

B. Printer. 

C. Firewall. 

D. Web server 

Correct Answer: A 
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