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QUESTION 1

Which of the following presents the GREATEST risk associated with the use of an automated security information and
event management (SIEM) system? 

A. Low number of false negatives 

B. High number of false negatives 

C. Low number of false positives 

D. High number of false positives 

Correct Answer: B 

 

QUESTION 2

When integrating information security requirements into software development, which of the following practices should
be FIRST in the development lifecycle? 

A. Penetration testing 

B. Dynamic code analysis 

C. Threat modeling 

D. Source code review 

Correct Answer: C 

 

QUESTION 3

The BEST strategy for risk management is to: 

A. achieve a balance between risk and organizational goals. 

B. reduce risk to an acceptable level. 

C. ensure that policy development properly considers organizational risks. 

D. ensure that all unmitigated risks are accepted by management. 

Correct Answer: B 

The best strategy for risk management is to reduce risk to an acceptable level, as this will take into account the
organization\\'s appetite for risk and the fact that it would not be practical to eliminate all risk. Achieving balance
between risk and organizational goals is not always practical. Policy development must consider organizational risks as
well as business objectives. It may be prudent to ensure that management understands and accepts risks that it is not
willing to mitigate, but that is a practice and is not sufficient to l>e considered a strategy. 
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QUESTION 4

Which of the following is MOST important to ensure when an organization is moving portions of its sensitive database to
the cloud? 

A. The conversion has been approved by the information security team. 

B. A right to audit clause is included in the contract. 

C. Input from data owners is included in the requirements definition. 

D. Data encryption is used in the cloud hosting solution. 

Correct Answer: C 

 

QUESTION 5

Which of the following should be the PRIMARY driver for selecting and implementing appropriate controls to address
the risk associated with weak user passwords? 

A. The organization\\'s risk tolerance 

B. The organization\\'s culture 

C. The cost of risk mitigation controls 

D. Direction from senior management 

Correct Answer: B 
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