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QUESTION 1

When preparing a strategy for protection from SQL injection attacks, it is MOST important for the information security
manager to involve: 

A. senior management 

B. the security operations center. 

C. business owners. 

D. application developers. 

Correct Answer: A 

 

QUESTION 2

The recovery point objective (RPO) requires which of the following? 

A. Disaster declaration 

B. Before-image restoration 

C. System restoration 

D. After-image processing 

Correct Answer: B 

The recovery point objective (RPO) is the point in the processing flow at which system recovery should occur. This is
the predetermined state of the application processing and data used to restore the system and to continue the
processing flow. Disaster declaration is independent of this processing checkpoint. Restoration of the system can occur
at a later date, as does the return to normal, after-image processing. 

 

QUESTION 3

Which of the following is the BEST way for an organization that outsources many business processes to gain assurance
that services provided are adequately secured? 

A. Review the service providers\\' information security policies and procedures. 

B. Conduct regular vulnerability assessments on the service providers\\' IT systems. 

C. Perform regular audits on the service providers\\' applicable controls. 

D. Provide information security awareness training to service provider staff. 

Correct Answer: B 
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QUESTION 4

Which of the following is the MOST important consideration when defining a recovery strategy in a business continuity
plan (BCP)? 

A. Legal and regulatory requirements 

B. Likelihood of a disaster 

C. Organizational tolerance to service interruption 

D. Geographical location of the backup site 

Correct Answer: C 

 

QUESTION 5

Following a malicious security incident, an organization has decided to prosecute those responsible. Which of the
following will BEST facilitate the forensic investigation? 

A. Performing a backup of affected systems 

B. Identifying the affected environment 

C. Maintaining chain of custody 

D. Determining the degree of loss 

Correct Answer: C 
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