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QUESTION 1

An information security team plans to increase password complexity requirements for a customer-facing site, but there
are concerns it will negatively impact the user experience. Which of the following is the information security manager\\'s
BEST course of action? 

A. Evaluate business compensating controls. 

B. Quantify the security risk to the business. 

C. Assess business impact against security risk. 

D. Conduct industry benchmarking. 

Correct Answer: A 

 

QUESTION 2

Prior to conducting a forensic examination, an information security manager should: 

A. boot the original hard disk on a clean system. 

B. create an image of the original data on new media. 

C. duplicate data from the backup media. 

D. shut down and relocate the server. 

Correct Answer: B 

Prior to conducting a forensic examination, an information security manager should create an image of the original data
on new media. This is done in order to preserve the evidence, as making changes to the original data could potentially
alter or destroy the evidence. Creating an image of the data also helps to ensure that the data remains intact and free
from any interference or tampering. 

 

QUESTION 3

Which of the following is MOST important to consider when developing a disaster recovery plan? 

A. Business continuity plan (BCP) 

B. Business impact analysis (BIA) 

C. Cost-benefit analysis 

D. Feasibility assessment 

Correct Answer: B 
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QUESTION 4

A new information security manager finds that the organization tends to use short-term solutions to address problems.
Resource allocation and spending are not effectively tracked, and there is no assurance that compliance requirements
are being met. What should be done FIRST to reverse this bottom-up approach to security? 

A. Establish an audit committee. 

B. Create an information security steering committee. 

C. Conduct a threat analysis. 

D. Implement an information security awareness training program. 

Correct Answer: B 

 

QUESTION 5

A web-based business application is being migrated from test to production. Which of the following is the MOST
important management signoff for this migration? 

A. User 

B. Network 

C. Operations 

D. Database 

Correct Answer: A 

As owners of the system, user management signoff is the most important. If a system does not meet the needs of the
business, then it has not met its primary objective. The needs of network, operations and database management are
secondary to the needs of the business. 
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