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QUESTION 1

Which of the following is MOST important for effective communication during incident response? 

A. Maintaining a relationship with media and law enforcement 

B. Maintaining an updated contact list 

C. Establishing a recovery time objective (RTO) 

D. Establishing a mean time to resolve (MTTR) metric 

Correct Answer: B 

 

QUESTION 2

The criticality and sensitivity of information assets is determined on the basis of: 

A. threat assessment. 

B. vulnerability assessment. 

C. resource dependency assessment. 

D. impact assessment. 

Correct Answer: D 

The criticality and sensitivity of information assets depends on the impact of the probability of the threats exploiting
vulnerabilities in the asset, and takes into consideration the value of the assets and the impairment of the value. Threat
assessment lists only the threats that the information asset is exposed to. It does not consider the value of the asset and
impact of the threat on the value. Vulnerability assessment lists only the vulnerabilities inherent in the information asset
that can attract threats. It does not consider the value of the asset and the impact of perceived threats on the value.
Resource dependency assessment provides process needs but not impact. 

 

QUESTION 3

An organization\\'s senior management is encouraging employees to use social media for promotional purposes. Which
of the following should be the information security manager\\'s FIRST step to support this strategy? 

A. Incorporate social media into the security awareness program. 

B. Develop a guideline on the acceptable use of social media. 

C. Develop a business case for a data loss prevention (DLP) solution. 

D. Employ the use of a web content filtering solution. 

Correct Answer: B 
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QUESTION 4

The BEST time to ensure that a corporation acquires secure software products when outsourcing software development
is during: 

A. corporate security reviews. 

B. contract performance audits. 

C. contract negotiation. 

D. security policy development. 

Correct Answer: C 

 

QUESTION 5

Which of the following is the PRIMARY reason an information security strategy should be deployed across an
organization? 

A. To ensure that the business complies with security regulations 

B. To ensure that management\\'s intent is reflected in security activities 

C. To ensure that employees adhere to security standards 

D. To ensure that security-related industry best practices are adopted 

Correct Answer: A 
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