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QUESTION 1

Which of the following BEST supports investments in an information security program? 

A. Business impact analysis (BIA) 

B. Risk assessment results 

C. Gap analysis results 

D. Business cases 

Correct Answer: B 

Reference: https://www.itgovernance.co.uk/blog/5-ways-to-improve-your-information-security 

 

QUESTION 2

The contribution of recovery point objective (RPO) to disaster recovery is to: 

A. define backup strategy. 

B. eliminate single points of failure. 

C. reduce mean time between failures (MTBF). 

D. minimize outage period. 

Correct Answer: D 

 

QUESTION 3

Which of the following is a potential indicator of inappropriate Internet use by staff? 

A. Increased help desk calls for password resets 

B. Reduced number of pings on firewalls 

C. Increased reports of slow system performance 

D. Increased number of weakness from vulnerability scans 

Correct Answer: C 

 

QUESTION 4

Reviewing which of the following would BEST ensure that security controls are effective? 

A. Risk assessment policies 
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B. Return on security investment 

C. Security metrics 

D. User access rights 

Correct Answer: C 

Reviewing security metrics provides senior management a snapshot view and trends of an organization\\'s security
posture. Choice A is incorrect because reviewing risk assessment policies would not ensure that the controls are
actually working. Choice B is incorrect because reviewing returns on security investments provides business
justifications in implementing controls, but does not measure effectiveness of the control itself. Choice D is incorrect
because reviewing user access rights is a joint responsibility of the data custodian and the data owner, and does not
measure control effectiveness. 

 

QUESTION 5

Fingerprint biometrics are BEST used for: 

A. identification 

B. authorization 

C. authentication 

D. access control 

Correct Answer: A 
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