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QUESTION 1

Which of the following processes if the FIRST step in establishing an information security policy? 

A. Security controls evaluation 

B. Information security audit 

C. Review of current global standards 

D. Business risk assessment 

Correct Answer: D 

 

QUESTION 2

Relationships between critical systems are BEST understood by: 

A. performing a business impact analysis (BIA). 

B. developing a system classification scheme. 

C. evaluating key performance indicators (KPIs). 

D. evaluating the recovery time objectives (RTOs). 

Correct Answer: A 

 

QUESTION 3

Which of the following practices is BEST to remove system access for contractors and other temporary users when it is
no longer required? 

A. Log all account usage and send it to their manager 

B. Establish predetermined automatic expiration dates 

C. Require managers to e-mail security when the user leaves 

D. Ensure each individual has signed a security acknowledgement 

Correct Answer: B 

Predetermined expiration dates are the most effective means of removing systems access for temporary users.
Reliance on managers to promptly send in termination notices cannot always be counted on, while requiring each
individual to sign a security acknowledgement would have little effect in this case. 

 

QUESTION 4
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Which of the following could be detected by a network intrusion detection system (IDS)? 

A. Undocumented open ports 

B. Unauthorized file change 

C. Internally generated attacks 

D. Emailed virus attachments 

Correct Answer: A 

 

QUESTION 5

Which of the following provides an information security manager with the MOST accurate indication of the
organization\\'s ability to respond to a cyber attack? 

A. Walk-through of the incident response plan 

B. Black box penetration test 

C. Simulated phishing exercise 

D. Red team exercise 

Correct Answer: D 
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