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QUESTION 1

An information security manager has been informed of a new vulnerability in an online banking application, and patch to
resolve this issue is expected to be released in the next 72 hours. The information security manager\\'s MOST important
course of action should be to: 

A. assess the risk and advise senior management. 

B. identify and implement mitigating controls. 

C. run the application system in offline mode. 

D. perform a business impact analysis (BIA). 

Correct Answer: A 

 

QUESTION 2

Which of the following would BEST enable an organization to aggregate information from different systems to allow for
centralized categorization of incidents? 

A. Intrusion detection system (IDS) 

B. Application program interfaces (APIs) 

C. Intrusion prevention system (IPS) 

D. Security information and event management (SIEM) 

Correct Answer: D 

 

QUESTION 3

Which of the following events generally has the highest information security impact? 

A. Opening a new office 

B. Merging with another organization 

C. Relocating the data center 

D. Rewiring the network 

Correct Answer: B 

Merging with or acquiring another organization causes a major impact on an information security management function
because new vulnerabilities and risks are inherited. Opening a new office, moving the data center to a new site, or
rewiring a network may have information security risks, but generally comply with corporate security policy and are
easier to secure. 
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QUESTION 4

The PRIMARY consideration when defining recovery time objectives (RTOs) for information assets is: 

A. regulatory\\' requirements. 

B. business requirements. 

C. financial value. 

D. IT resource availability. 

Correct Answer: B 

The criticality to business should always drive the decision. Regulatory requirements could be more flexible than
business needs. The financial value of an asset could not correspond to its business value. While a consideration, IT
resource availability is not a primary factor. 

 

QUESTION 5

Which of the following BEST demonstrates that an anti-phishing campaign is effective? 

A. Improved staff attendance in awareness sessions 

B. Decreased number of incidents that have occurred 

C. Decreased number of phishing emails received 

D. Improved feedback on the anti-phishing campaign 

Correct Answer: D 
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