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QUESTION 1

Prior to implementing a bring your own device (BYOD) program, it is MOST important to: 

A. review currently utilized applications. 

B. survey employees for requested applications. 

C. select mobile device management (MDM) software. 

D. develop an acceptable use policy. 

Correct Answer: D 

 

QUESTION 2

An information security manager has identified the organization is not in compliance with new legislation that will soon
be in effect. Which of the following is MOST important to consider when determining additional controls to be
implemented? 

A. The information security strategy 

B. The organization\\'s risk appetite 

C. The cost of noncompliance 

D. The information security policy 

Correct Answer: C 

 

QUESTION 3

Which of the following is a PRIMARY responsibility of an information security governance committee? 

A. Analyzing information security policy compliance reviews 

B. Approving the purchase of information security technologies 

C. Reviewing the information security strategy 

D. Approving the information security awareness training strategy 

Correct Answer: C 

 

QUESTION 4

Which of the following BEST supports information security management in the event of organizational changes in
security personnel? 
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A. Formalizing a security strategy and program 

B. Developing an awareness program for staff 

C. Ensuring current documentation of security processes 

D. Establishing processes within the security operations team 

Correct Answer: C 

 

QUESTION 5

Which would be one of the BEST metrics an information security manager can employ to effectively evaluate the results
of a security program? 

A. Number of controls implemented 

B. Percent of control objectives accomplished 

C. Percent of compliance with the security policy 

D. Reduction in the number of reported security incidents 

Correct Answer: B 

 

Control objectives are directly related to business objectives; therefore, they would be the best metrics. Number of
controls implemented does not have a direct relationship with the results of a security program. Percentage of
compliance with the security policy and reduction in the number of security incidents are not as broad as choice B. 
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