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QUESTION 1

A global organization processes and stores large volumes of personal data. Which of the following would be the MOST
important attribute in creating a data access policy? 

A. Availability 

B. Integrity 

C. Reliability 

D. Confidentiality 

Correct Answer: D 

 

QUESTION 2

An information security manager has developed a strategy to address new information security risks resulting from
recent changes in the business. Which of the following would be MOST important to include when presenting the
strategy to senior management? 

A. The costs associated with business process changes 

B. Results of benchmarking against industry peers 

C. The impact of organizational changes on the security risk profile 

D. Security controls needed for risk mitigation 

Correct Answer: C 

 

QUESTION 3

An extranet server should be placed: 

A. outside the firewall. 

B. on the firewall server. 

C. on a screened subnet. 

D. on the external router. 

Correct Answer: C 

An extranet server should be placed on a screened subnet, which is a demilitarized zone (DMZ). Placing it on the
Internet side of the firewall would leave it defenseless. The same would be true of placing it on the external router,
although this would not be possible. Since firewalls should be installed on hardened servers with minimal services
enabled, it would be inappropriate to store the extranet on the same physical device. 
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QUESTION 4

A risk analysis should: 

A. include a benchmark of similar companies in its scope. 

B. assume an equal degree of protection for all assets. 

C. address the potential size and likelihood of loss. 

D. give more weight to the likelihood vs. the size of the loss. 

Correct Answer: C 

A risk analysis should take into account the potential size and likelihood of a loss. It could include comparisons with a
group of companies of similar size. It should not assume an equal degree of protection for all assets since assets may
have different risk factors. The likelihood of the loss should not receive greater emphasis than the size of the loss; a risk
analysis should always address both equally. 

 

QUESTION 5

Which of the following is the MOST important information to include in a strategic plan for information security? 

A. Information security staffing requirements 

B. Current state and desired future state 

C. IT capital investment requirements 

D. information security mission statement 

Correct Answer: B 

It is most important to paint a vision for the future and then draw a road map from the stalling point to the desired future
state. Staffing, capital investment and the mission all stem from this foundation. 
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