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QUESTION 1

When messages are encrypted and digitally signed to protect documents transferred between trading partners, the
GREATEST concern is that: 

A. trading partners can repudiate the transmission of messages. 

B. hackers can eavesdrop on messages. 

C. trading partners can repudiate the receipt of messages. 

D. hackers can introduce forgery messages. 

Correct Answer: D 

 

QUESTION 2

What should be an information security manager\\'s FIRST step when developing a business case for a new intrusion
detection system (IDS) solution? 

A. Calculate the total cost of ownership (TCO). 

B. Define the issues to be addressed. 

C. Perform a cost-benefit analysis. 

D. Conduct a feasibility study. 

Correct Answer: C 

 

QUESTION 3

Which of the following is the MOST important consideration when establishing an information security governance
framework? 

A. Security steering committee meetings are held at least monthly. 

B. Members of the security steering committee are trained in information security. 

C. Business unit management acceptance is obtained. 

D. Executive management support is obtained. 

Correct Answer: D 

 

QUESTION 4

When an information security manager presents an information security program status report to senior management,
the MAIN focus should be: 
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A. critical risks indicators. 

B. key controls evaluation. 

C. key performance indicators (KPIs). 

D. net present value (NPV). 

Correct Answer: C 

 

QUESTION 5

An organization has to comply with recently published industry regulatory requirements -- compliance that potentially
has high implementation costs. What should the information security manager do FIRST? 

A. Implement a security committee. 

B. Perform a gap analysis. 

C. Implement compensating controls. 

D. Demand immediate compliance. 

Correct Answer: B 

Since they are regulatory requirements, a gap analysis would be the first step to determine the level of compliance
already in place. Implementing a security committee or compensating controls would not be the first step. Demanding
immediate compliance would not assess the situation. 
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