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QUESTION 1

When a record is created in the Security Incident Phishing Email table what is triggered to create a Security Incident?
A. Ingestion Rule

B. Transform flow

C. Transform workflow

D. Duplication Rule

Correct Answer: A

Reference: https://docs.servicenow.com/bundle/paris-security- management/page/product/security-incident-
response/concept/urp-about.html

QUESTION 2

Joe is on the SIR Team and needs to be able to configure Territories and Skills. What role does he need?
A. Security Basic

B. Manager

C. Security Analyst

D. Security Admin

Correct Answer: D

Reference: https://docs.servicenow.com/bundle/quebec-security- management/page/product/security-incident-
response/reference/installed-with-sir.html

QUESTION 3

What role(s) are required to add new items to the Security Incident Catalog?
A. requires the sn_si.admin role

B. requires the sn_si.catalog role

C. requires both sn_si.write and catalog_admin roles

D. requires the admin role

Correct Answer: D

Reference: https://docs.servicenow.com/bundle/orlando-it-service- management/page/product/service-catalog-
management/task/t_DefineACatalogltem.html
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QUESTION 4

What three steps enable you to include a new playbook in the Selected Playbook choice list? (Choose three.)
A. Add the TLP: GREEN tag to the playbooks that you want to include in the Selected Playbook choice list

B. Navigate to the sys_hub_flow.list table

C. Search for the new playbook you have created using Flow Designer

D. Add the sir_playbook tag to the playbooks that you want to include in the Selected Playbook choice list

E. Navigate to the sys_playbook_flow.list table

Correct Answer: BCD

Reference: https://docs.servicenow.com/bundle/paris-security- management/page/product/security-incident-
response/concept/sir-new-ui-add- playbook.html

QUESTION 5

When the Security Phishing Email record is created what types of observables are stored in the record? (Choose
three.)

A. URLs, domains, or IP addresses appearing in the body

B. Who reported the phishing attempt

C. State of the phishing email

D. IP addresses from the header

E. Hashes and/or file names found in the EML attachment

F. Type of Ingestion Rule used to identify this email as a phishing attempt
Correct Answer: ADE

Reference: https://docs.servicenow.com/bundle/paris-security- management/page/product/security-incident-
response/concept/sighting-searches-on- phishing-attacks.html
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