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QUESTION 1

Joe is on the SIR Team and needs to be able to configure Territories and Skills. What role does he need?
A. Security Basic

B. Manager

C. Security Analyst

D. Security Admin

Correct Answer: D

Reference: https://docs.servicenow.com/bundle/quebec-security- management/page/product/security-incident-
response/reference/installed-with-sir.html

QUESTION 2

A flow consists of. (Choose two.)
A. Scripts

B. Actions

C. Processes

D. Actors

E. Triggers

Correct Answer: BE

Reference: https://docs.servicenow.com/bundle/paris-servicenow- platform/page/administer/flow-designer/
concept/flows.html

QUESTION 3

B. An audit trail

C. Attachments associated with the security incident
D. Key incident fields

E. Performance Analytics reports

Correct Answer: ABD

QUESTION 4
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Security tag used when a piece of information requires support to be effectively acted upon, yet carries risks to privacy,
reputation, or operations if shared outside of the organizations involved.

A. TLP:GREEN
B. TLP:AMBER
C. TLP:RED

D. TLP:WHITE

Correct Answer: B

Color When should it be used? How may it be shared?

TLP:RED Sources may use TLP:RED when | Recipients may not share TLP:RED information

Mot for disclosure, information cannot be effectively with any parties outside of the specific

restricted to acted upon by additional parties, exchange, meeting, or conversation in which it

participants only and could lead to impactson a was originally disclosed. In the context of a
party's privacy, reputation, or meeting, for example, TLP:RED information is
operations if misused. limited to those present at the meeting. In

most circumstances, TLP:RED should be
exchanged verbally or in person.

TLP:AMBER Sources may use TLP:AMBER Recipients may only share TLP:AMBER

Limited disclosure, when information requires information with members of their own
restricted to support to be effectively acted  organization, and with clients or customers
participants’ upon, yet carries risks to privacy, who need to know the information to protect
organizations reputation, or operations if themselves or prevent further harm. Sources
shared outside of the are at liberty to specify additional intended
organizations involved. limits of the sharing: these must be adhered to
TLP:GREEN Sources may use TLP:GREEN Recipients may share TLP:GREEN information
Limited disclosure, when information is useful for with peers and partner organizations within
restricted to the the awareness of all participating their sector or community, but not via publicly
community organizations as well as with accessible channels. Information in this
peers within the broader category can be circulated widely within a
community or sector. particular community. TLP:GREEN information

may not be released outside of the community.

TLP:WHITE Sources may use TLP:WHITE TLP:WHITE information may be distributed

Disclosure is not when information carries without restriction.
limited minimal or no foreseeable risk of

misuse, in accordance with
applicable rules and procedures
for public release. Subject to
standard copyright rules.
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QUESTION 5

What is the key to a successful implementation?

A. Sell customer the most expensive package

B. Implementing everything that we offer

C. Understanding the customer\\'s goals and objectives
D. Building custom integrations

Correct Answer: C
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