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QUESTION 1

Which of the following is most important to provide to the data subject before the collection phase of the data lifecycle? 

A. Privacy Notice. 

B. Disclosure Policy. 

C. Consent Request. 

D. Data Protection Policy. 

Correct Answer: A 

A Privacy Notice is important to provide to data subjects before collecting their personal data because it informs them
about how their data will be used, who it will be shared with, how long it will be kept for, etc. 

 

QUESTION 2

Which of the following most embodies the principle of Data Protection by Default? 

A. A messaging app for high school students that uses HTTPS to communicate with the server. 

B. An electronic teddy bear with built-in voice recognition that only responds to its owner\\'s voice. 

C. An internet forum for victims of domestic violence that allows anonymous posts without registration. 

D. A website that has an opt-in form for marketing emails when registering to download a whitepaper. 

Correct Answer: D 

 

QUESTION 3

A vendor has been collecting data under an old contract, not aligned with the practices of the organization. Which is the
preferred response? 

A. Destroy the data 

B. Update the contract to bring the vendor into alignment. 

C. Continue the terms of the existing contract until it expires. 

D. Terminate the contract and begin a vendor selection process. 

Correct Answer: B 

 

QUESTION 4

A company configures their information system to have the following capabilities: 
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Allow for selective disclosure of attributes to certain parties, but not to others. 

Permit the sharing of attribute references instead of attribute values - such as "I am over 21" instead of birthday date. 

Allow for information to be altered or deleted as needed. 

These capabilities help to achieve which privacy engineering objective? 

A. Predictability. 

B. Manageability. 

C. Disassociability. 

D. Integrity. 

Correct Answer: C 

 

QUESTION 5

Which of the following is one of the fundamental principles of information security? 

A. Accountability. 

B. Accessibility. 

C. Confidentiality. 

D. Connectivity. 

Correct Answer: C 

confidentiality is one of the fundamental principles of information security. Confidentiality refers to protecting information
from unauthorized access and disclosure. 
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