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QUESTION 1

Which of the following provides a mechanism that allows an end-user to use a single sign- on (SSO) for multiple
services? 

A. The Open ID Federation. 

B. PCI Data Security Standards Council 

C. International Organization for Standardization. 

D. Personal Information Protection and Electronic Documents Act. 

Correct Answer: A 

 

QUESTION 2

Granting data subjects the right to have data corrected, amended, or deleted describes? 

A. Use limitation. 

B. Accountability. 

C. A security safeguard 

D. Individual participation 

Correct Answer: D 

Reference: https://www.ncbi.nlm.nih.gov/books/NBK236546/ 

Granting data subjects the right to have data corrected, amended, or deleted describes individual participation1. As
explained above, the individual participation principle gives individuals certain rights over their personal data held by a
data controller1. One of these rights is to challenge data relating to them and, if the challenge is successful, to have the
data erased, rectified, completed or amended1. The other options are not principles that describe granting data subjects
this right. 

 

QUESTION 3

Which of the following does NOT illustrate the `respect to user privacy\\' principle? 

A. Implementing privacy elements within the user interface that facilitate the use of technology by any visually-
challenged users. 

B. Enabling Data Subject Access Request (DSARs) that provide rights for correction, deletion, amendment and
rectification of personal information. 

C. Developing a consent management self-service portal that enables the data subjects to review the details of consent
provided to an organization. 

D. Filing breach notification paperwork with data protection authorities which detail the impact to data subjects. 
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Correct Answer: D 

 

QUESTION 4

When should code audits be concluded? 

A. At code check-in time. 

B. At engineering design time. 

C. While code is being sent to production. 

D. Before launch after all code for a feature is complete. 

Correct Answer: D 

 

QUESTION 5

What is the distinguishing feature of asymmetric encryption? 

A. It has a stronger key for encryption than for decryption. 

B. It employs layered encryption using dissimilar methods. 

C. It uses distinct keys for encryption and decryption. 

D. It is designed to cross operating systems. 

Correct Answer: C 

Reference: https://www.cryptomathic.com/news-events/blog/classification-of-cryptographic- keys-functions-and-
properties The distinguishing feature of asymmetric encryption is that it uses distinct keys for encryption and
decryption3. Asymmetric encryption, also known as public-key encryption, involves two keys: a public key that can be
shared with anyone and used to encrypt messages; and a private key that is kept secret by its owner and used to
decrypt messages 

3. The other options are not features of asymmetric encryption. 
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