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QUESTION 1

An organization\\'s customers have suffered a number of data breaches through successful social engineering attacks.
Which is the most effective preventative technical control to reduce the risk of future occurrences? 

A. Audit and logging. 

B. Training and awareness. 

C. Data loss prevention (DLP). 

D. Multi-factor authentication. 

Correct Answer: D 

 

QUESTION 2

Which of the following is considered a client-side IT risk? 

A. Security policies focus solely on internal corporate obligations. 

B. An organization increases the number of applications on its server. 

C. An employee stores his personal information on his company laptop. 

D. IDs used to avoid the use of personal data map to personal data in another database. 

Correct Answer: C 

An employee stores his personal information on his company laptop. This is considered a client-side IT risk because it
involves the actions of an employee who has control over the use of their individual device. Client-side IT risk refers to
the potential threats that arise from devices or applications that are used by end-users or customers3. An employee
storing his personal information on his company laptop is an example of client-side IT risk, as it exposes sensitive data
to unauthorized access, theft or loss. The other options are examples of server-side IT risk, which involves threats that
originate from systems or networks that host applications or services3. 

 

QUESTION 3

An individual drives to the grocery store for dinner. When she arrives at the store, she receives several unsolicited
notifications on her phone about discounts on items at the grocery store she is about to shop at. Which type of privacy
problem does the represent? 

A. Intrusion. 

B. Surveillance. 

C. Decisional Interference. 

D. Exposure. 

Correct Answer: A 
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This scenario represents an intrusion of privacy. Intrusion in the context of privacy typically involves unwanted or
unexpected interferences into someone\\'s personal space or activities. Receiving unsolicited notifications about
discounts when arriving at the grocery store implies that the individual\\'s location and possibly other data (like shopping
habits) are being tracked and used without her explicit consent or expectation, thus constituting an intrusive action. 

 

QUESTION 4

What is true of providers of wireless technology? 

A. They have the legal right in most countries to control and use any data on their systems. 

B. They can see all unencrypted data that crosses the system. 

C. They are typically exempt from data security regulations. 

D. They routinely backup data that crosses their system. 

Correct Answer: B 

 

QUESTION 5

An organization has changed its policies to allow its employees to work remotely. However, it is concerned about
employees working and processing personal data in jurisdictions outside of its own. Which of the following would allow
the organization to mitigate the risk? 

A. Geofencing 

B. l-diversity 

C. Pseudonymization 

D. Multi-Factor Authentication 

Correct Answer: A 
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