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QUESTION 1

Which of the following occurs when an individual takes a specific observable action to indicate and confirm that they
give permission for their information to be processed? 

A. Express consent. 

B. Implied consent. 

C. Informed notice. 

D. Authorized notice. 

Correct Answer: A 

Express consent occurs when an individual takes a specific observable action to indicate and confirm that they give
permission for their information to be processed. https://niccs.cisa.gov/education-training/catalog/international-
association-privacy-professionals-iapp/certified-1 

 

QUESTION 2

What is the main benefit of using a private cloud? 

A. The ability to use a backup system for personal files. 

B. The ability to outsource data support to a third party. 

C. The ability to restrict data access to employees and contractors. 

D. The ability to cut costs for storing, maintaining, and accessing data. 

Correct Answer: C 

 

QUESTION 3

An organization has recently experienced a data breach where large amounts of personal data were compromised. As
part of a post-incident review, the privacy technologist wants to analyze available data to understand what vulnerabilities
may have contributed to the incident occurring. He learns that a key vulnerability had been flagged by the system but
that detective controls were not operating effectively. Which type of web application security risk does this finding most
likely point to? 

A. Insecure Design. 

B. Misconfiguration. 

C. Vulnerable and Outdated Components. 

D. Logging and Monitoring Failures. 

Correct Answer: D 
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if an organization has recently experienced a data breach where large amounts of personal data were compromised and
a post-incident review reveals that a key vulnerability had been flagged by the system but that detective controls were
not operating effectively, this finding most likely points to logging and monitoring failures as a type of web application
security risk. Effective logging and monitoring can help detect and respond to security incidents in a timely manner. 

 

QUESTION 4

Which of the following is a vulnerability of a sensitive biometrics authentication system? 

A. False positives. 

B. False negatives. 

C. Slow recognition speeds. 

D. Theft of finely individualized personal data. 

Correct Answer: C 

 

QUESTION 5

Which is NOT a drawback to using a biometric recognition system? 

A. It can require more maintenance and support. 

B. It can be more expensive than other systems 

C. It has limited compatibility across systems. 

D. It is difficult for people to use. 

Correct Answer: A 
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