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QUESTION 1

A large online bookseller decides to contract with a vendor to manage Personal Information (PI). What is the least
important factor for the company to consider when selecting the vendor?

A. The vendor\\'s reputation

B. The vendor\\'s financial health

C. The vendor\\'s employee retention rates
D. The vendor\\'s employee training program

Correct Answer: B

QUESTION 2

Which of the following federal agencies does NOT enforce the Disposal Rule under the Fair and Accurate Credit
Transactions Act (FACTA)?

A. The Office of the Comptroller of the Currency
B. The Consumer Financial Protection Bureau

C. The Department of Health and Human Services
D. The Federal Trade Commission

Correct Answer: C

Reference: https://en.wikipedia.org/wiki/Fair_and_Accurate_Credit_Transactions_Act

QUESTION 3

What type of material is exempt from an individual\\'s right to disclosure under the Privacy Act?

A. Material required by statute to be maintained and used solely for research purposes.

B. Material reporting investigative efforts to prevent unlawful persecution of an individual.

C. Material used to determine potential collaboration with foreign governments in negotiation of trade deals.
D. Material reporting investigative efforts pertaining to the enforcement of criminal law.

Correct Answer: C

QUESTION 4

SCENARIO
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Please use the following to answer the next question:

You are the privacy manager at a privately-owned U.S. company that produces an increasingly popular tness app called
GetFit. After users create an account with their contact information, the app uses a smartphone and a system of

connected smartwatch sensors to track users when they exercise. It collects information on location when users walk or
run outdoors, as well as general health information (such as heart rate) during all exercise sessions. The app also

collects credit card information for payment of the monthly subscription fee.

One Friday, the company\\'s security team contacts you about the discovery of malware on their media server. The
team assures you that there was no user data on this server and that, in any case, they found the malware before any
damage

could be done.

However, on Monday morning the security team contacts you again, this time with the information that they have
discovered the same malware on the company\\'s payments server. They suspect it likely that users\\' credit card
information was

taken by the attacker. By Monday evening, the situation has gotten dramatically worse, as the security team has also
discovered this malware on the company\\'s database server, an in ltration that gives the attacker access to users\\' pro
le,

health and location information.

After coordinating with the security team, you are asked to meet with senior management and advise them on the
company\\'s obligations in connection with the incident. The Chief Financial O cer asks, "If we decide to notify all our

users of this

incident, are we obligated to provide any of them with a free credit monitoring offer?" The General Counsel wants to
know if providing this notice and offer will help the company avoid liability.

What answer should be given to the Chief Financial O cer\\'s question?

A. "No, we do not have to provide a free credit monitoring offer since our breach noti cation obligations under HIPAA
supersede state breach noti cation laws."

B. "No. we do not have to provide a free credit monitoring offer since the impacted information did not include social
security numbers."

C. "Yes, we must include a free credit monitoring offer since this incident involves credit card information."
D. W\\'Yes, all breach notices must include a free credit monitoring offer."

Correct Answer: C

QUESTION 5

In 2014, Google was alleged to have violated the Family Educational Rights and Privacy Act (FERPA) through its Apps
for Education suite of tools. For what specific practice did students sue the company?

A. Scanning emails sent to and received by students

B. Making student education records publicly available
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C. Relying on verbal consent for a disclosure of education records
D. Disclosing education records without obtaining required consent
Correct Answer: A

Reference: https://www.edweek.org/ew/articles/2014/03/13/26google.h33.html
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