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QUESTION 1

Which statement is correct when considering the right to privacy under Article 8 of the European Convention on Human
Rights (ECHR)? 

A. The right to privacy is an absolute right 

B. The right to privacy has to be balanced against other rights under the ECHR 

C. The right to freedom of expression under Article 10 of the ECHR will always override the right to privacy 

D. The right to privacy protects the right to hold opinions and to receive and impart ideas without interference 

Correct Answer: B 

Reference: https://www.echr.coe.int/Documents/Guide_Art_8_ENG.pdf (15) 

 

QUESTION 2

In 2016\\'s Guidance, the United Kingdom\\'s Information Commissioner\\'s Office (ICO) reaffirmed the importance of
using a "layered notice" to provide data subjects with what? 

A. A privacy notice containing brief information whilst offering access to further detail. 

B. A privacy notice explaining the consequences for opting out of the use of cookies on a website. 

C. An explanation of the security measures used when personal data is transferred to a third party. 

D. An efficient means of providing written consent in member states where they are required to do so. 

Correct Answer: A 

 

QUESTION 3

SCENARIO 

Please use the following to answer the next question: 

WonderkKids provides an online booking service for childcare. Wonderkids is based in France, but hosts its website
through a company in Switzerland. As part of their service, WonderKids will pass all personal data provided to them to
the childcare provider booked through their system. The type of personal data collected on the website includes the
name of the person booking the childcare, address and contact details, as well as information about the children to be
cared for including name, age, gender and health information. The privacy statement on Wonderkids\\' website states
the following: 

"WonderkKids provides the information you disclose to us through this website to your childcare provider for scheduling
and health and safety reasons. We may also use your and your child\\'s personal information for our own legitimate
business purposes and we employ a third-party website hosting company located in Switzerland to store the data. Any
data stored on equipment located in Switzerland meets the European Commission provisions for guaranteeing
adequate safeguards for you and your child\\'s personal information. We will only share you and your child\\'s personal
information with businesses that we see as adding real value to you. By providing us with any personal data, you
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consent to its transfer to affiliated businesses and to send you promotional offers." 

"We may retain you and your child\\'s personal information for no more than 28 days, at which point the data will be
depersonalized, unless your personal information is being used for a legitimate business purpose beyond 28 days
where it may be retained for up to 2 years." 

"We are processing you and your child\\'s personal information with your consent. If you choose not to provide certain
information to us, you may not be able to use our services. You have the right to: request access to you and your
child\\'s personal information; rectify or erase you or your child\\'s personal information; the right to correction or erasure
of you and/or your child\\'s personal information; object to any processing of you and your child\\'s personal information.
You also have the right to complain to the supervisory authority about our data processing activities." 

What must the contract between WonderKids and the hosting service provider contain? 

A. The requirement to implement technical and organizational measures to protect the data. 

B. Controller-to-controller model contract clauses. 

C. Audit rights for the data subjects. 

D. A non-disclosure agreement. 

Correct Answer: A 

 

QUESTION 4

SCENARIO Please use the following to answer the next question: 

TripBliss Inc. is a travel service company which has lost substantial revenue over the last few years. Their new
manager, Oliver, suspects that this is partly due to thecompany\\'s outdated website. After doing some research, he
meets with a sales representative from the up-and-coming IT company Techiva, hoping that they can design a new,
cutting-edge website for TripBliss Inc.\\'s foundering business. 

During negotiations, a Techiva representative describes a plan for gathering more customer information through
detailed Questionaires, which could be used to tailor their preferences to specific travel destinations. TripBliss Inc. can
choose any number of data categories ?age, income, ethnicity ?that would help them best accomplish their goals. Oliver
loves this idea, but would also like to have some way of gauging how successful this approach is, especially since the
Questionaires will require customers to provide explicit consent to having their data collected. The Techiva
representative suggests that they also run a program to analyze the new website\\'s traffic, in order to get a better
understanding of how customers are using it. He explains his plan to place a number of cookies on customer devices.
The cookies will allow the company to collect IP addresses and other information, such as the sites from which the
customers came, how much time they spend on the TripBliss Inc. website, and which pages on the site they visit. All of
this information will be compiled in log files, which Techiva will analyze by means of a special program. TripBliss Inc.
would receive aggregate statistics to help them evaluate the website\\'s effectiveness. Oliver enthusiastically engages
Techiva for these services. 

Techiva assigns the analytics portion of the project to longtime account manager Leon Santos. As is standard practice,
Leon is given administrator rights to TripBliss Inc.\\'s website, and can authorize access to the log files gathered from it.
Unfortunately for TripBliss Inc., however, Leon is taking on this new project at a time when his dissatisfaction with
Techiva is at a high point. In order to take revenge for what he feels has been unfair treatment at the hands of the
company, Leon asks his friend Fred, a hobby hacker, for help. Together they come up with the following plan: Fred will
hack into Techiva\\'s system and copy their log files onto a USB stick. Despite his initial intention to send the USB to the
press and to the data protection authority in order to denounce Techiva, Leon experiences a crisis of conscience and
ends up reconsidering his plan. He decides instead to securely wipe all the data from the USB stick and inform his
manager that the company\\'s system of access control must be reconsidered. 
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After Leon has informed his manager, what is Techiva\\'s legal responsibility as a processor? 

A. They must report it to TripBliss Inc. 

B. They must conduct a full systems audit. 

C. They must report it to the supervisory authority. 

D. They must inform customers who have used the website. 

Correct Answer: B 

 

QUESTION 5

What is true if an employee makes an access request to his employer for any personal data held about him? 

A. The employer can automatically decline the request if it contains personal data about a third person. 

B. The employer can decline the request if the information is only held electronically. 

C. The employer must supply all the information held about the employee. 

D. The employer must supply any information held about an employee unless an exemption applies. 

Correct Answer: D 
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