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QUESTION 1

SCENARIO 

Please use the following to answer the next QUESTION: 

For 15 years, Albert has worked at Treasure Box ?a mail order company in the United States (U.S.) that used to sell
decorative candles around the world, but has recently decided to limit its shipments to customers in the 48 contiguous
states. Despite his years of experience, Albert is often overlooked for managerial positions. His frustration about not
being promoted, coupled with his recent interest in issues of privacy protection, have motivated Albert to be an agent of
positive change. 

He will soon interview for a newly advertised position, and during the interview, Albert plans on making executives
aware of lapses in the company\\'s privacy program. He feels certain he will be rewarded with a promotion for
preventing negative consequences resulting from the company\\'s outdated policies and procedures. 

For example, Albert has learned about the AICPA (American Institute of Certified Public Accountans)/CICA (Canadian
Institute of Chartered Accountants) Privacy Maturity Model (PMM). Albert thinks the model is a useful way to measure
Treasure Box\\'s ability to protect personal data. Albert has noticed that Treasure Box fails to meet the requirements of
the highest level of maturity of this model; at his interview, Albert will pledge to assist the company with meeting this
level in order to provide customers with the most rigorous security available. 

Albert does want to show a positive outlook during his interview. He intends to praise the company\\'s commitment to
the security of customer and employee personal data against external threats. However, Albert worries about the high
turnover rate within the company, particularly in the area of direct phone marketing. He sees many unfamiliar faces
every day who are hired to do the marketing, and he often hears complaints in the lunch room regarding long hours and
low pay, as well as what seems to be flagrant disregard for company procedures. 

In addition, Treasure Box has had two recent security incidents. The company has responded to the incidents with
internal audits and updates to security safeguards. However, profits still seem to be affected and anecdotal evidence
indicates that many people still harbor mistrust. Albert wants to help the company recover. He knows there is at least
one incident the public in unaware of, although Albert does not know the details. He believes the company\\'s insistence
on keeping the incident a secret could be a further detriment to its reputation. One further way that Albert wants to help
Treasure Box regain its stature is by creating a toll-free number for customers, as well as a more efficient procedure for
responding to customer concerns by postal mail. 

In addition to his suggestions for improvement, Albert believes that his knowledge of the company\\'s recent business
maneuvers will also impress the interviewers. For example, Albert is aware of the company\\'s intention to acquire a
medical supply company in the coming weeks. 

With his forward thinking, Albert hopes to convince the managers who will be interviewing him that he is right for the
job. 

In consideration of the company\\'s new initiatives, which of the following laws and regulations would be most 

appropriate for Albert to mention at the interview as a priority concern for the privacy team? 

A. Gramm-Leach-Bliley Act (GLBA) 

B. The General Data Protection Regulation (GDPR) 

C. The Telephone Consumer Protection Act (TCPA) 

D. Health Insurance Portability and Accountability Act (HIPAA) 
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Correct Answer: B 

 

QUESTION 2

SCENARIO Please use the following to answer the next QUESTION: Natalia, CFO of the Nationwide Grill restaurant
chain, had never seen her fellow executives so anxious. Last week, a data processing firm used by the company
reported that its system may have been hacked, and customer data such as 

names, addresses, and birthdays may have been compromised. Although the attempt was proven unsuccessful, the
scare has prompted several Nationwide Grill executives to Question the company\\'s privacy program at today\\'s
meeting. 

Alice, a vice president, said that the incident could have opened the door to lawsuits, potentially damaging Nationwide
Grill\\'s market position. The Chief Information Officer (CIO), Brendan, tried to assure her that even if there had been an
actual breach, the chances of a successful suit against the company were slim. But Alice remained unconvinced.
Spencer ?a former CEO and currently a senior advisor ?said that he had always warned against the use of contractors
for data processing. At the very least, he argued, they should be held contractually liable for telling customers about
any 

security incidents. In his view, Nationwide Grill should not be forced to soil the company name for a problem it did not
cause. 

One of the business development (BD) executives, Haley, then spoke, imploring everyone to see reason. "Breaches
can happen, despite organizations\\' best efforts," she remarked. "Reasonable preparedness is key." She reminded
everyone 

of the incident seven years ago when the large grocery chain Tinkerton\\'s had its financial information compromised
after a large order of Nationwide Grill frozen dinners. As a long-time BD executive with a solid understanding of
Tinkerton\\'s\\'s corporate culture, built up through many years of cultivating relationships, Haley was able to
successfully manage the company\\'s incident response. Spencer replied that acting with reason means allowing
security to be handled by the security functions within the company ?not BD staff. In a similar way, he said, Human
Resources (HR) needs to do a better job training employees to 

prevent incidents. He pointed out that Nationwide Grill employees are overwhelmed with posters, emails, and memos
from both HR and the ethics department related to the company\\'s privacy program. Both the volume and the
duplication of information means that it is often ignored altogether. 

Spencer said, "The company needs to dedicate itself to its privacy program and set regular in-person trainings for all
staff once a month." 

Alice responded that the suggestion, while well-meaning, is not practical. With many locations, local HR departments
need to have flexibility with their training schedules. 

Silently, Natalia agreed. 

Based on the scenario, Nationwide Grill needs to create better employee awareness of the company\\'s privacy program
by doing what? 

A. Varying the modes of communication. 

B. Communicating to the staff more often. 

C. Improving inter-departmental cooperation. 

D. Requiring acknowledgment of company memos. 
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Correct Answer: D 

 

QUESTION 3

SCENARIO 

Please use the following to answer the next QUESTION: 

Richard McAdams recently graduated law school and decided to return to the small town of Lexington, Virginia to help
run his aging grandfather\\'s law practice. The elder McAdams desired a limited, lighter role in the practice, with the
hope that his grandson would eventually take over when he fully retires. In addition to hiring Richard, Mr. McAdams
employs two paralegals, an administrative assistant, and a part-time IT specialist who handles all of their basic
networking needs. He plans to hire more employees once Richard gets settled and assesses the office\\'s strategies for
growth. 

Immediately upon arrival, Richard was amazed at the amount of work that needed to done in order to modernize the
office, mostly in regard to the handling of clients\\' personal data. His first goal is to digitize all the records kept in file
cabinets, as many of the documents contain personally identifiable financial and medical data. Also, Richard has noticed
the massive amount of copying by the administrative assistant throughout the day, a practice that not only adds daily to
the number of files in the file cabinets, but may create security issues unless a formal policy is firmly in place Richard is
also concerned with the overuse of the communal copier/ printer located in plain view of clients who frequent the
building. Yet another area of concern is the use of the same fax machine by all of the employees. Richard hopes to
reduce its use dramatically in order to ensure that personal data receives the utmost security and protection, and
eventually move toward a strict Internet faxing policy by the year\\'s end. 

Richard expressed his concerns to his grandfather, who agreed, that updating data storage, data security, and an
overall approach to increasing the protection of personal data in all facets is necessary Mr. McAdams granted him the
freedom and authority to do so. Now Richard is not only beginning a career as an attorney, but also functioning as the
privacy officer of the small firm. Richard plans to meet with the IT employee the following day, to get insight into how the
office computer system is currently set-up and managed. As Richard begins to research more about Data Lifecycle
Management (DLM), he discovers that the law office can lower the risk of a data breach by doing what? 

A. Prioritizing the data by order of importance. 

B. Minimizing the time it takes to retrieve the sensitive data. 

C. Reducing the volume and the type of data that is stored in its system. 

D. Increasing the number of experienced staff to code and categorize the incoming data. 

Correct Answer: C 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer.
The company is based in California but thanks to some great publicity from a social media influencer last year, the
company 

has received an influx of sales from the EU and has set up a regional office in Ireland to support this expansion. To
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become familiar with Ace Space\\'s practices and assess what her privacy priorities will be, Penny has set up meetings
with a 

number of colleagues to hear about the work that they have been doing and their compliance efforts. 

Penny\\'s colleague in Marketing is excited by the new sales and the company\\'s plans, but is also concerned that
Penny may curtail some of the growth opportunities he has planned. He tells her “I heard someone in the breakroom
talking 

about some new privacy laws but I really don\\'t think it affects us. We’re just a small company. I mean we just sell
accessories online, so what\\'s the real risk?” He has also told her that he works with a number of small companies that
help him 

get projects completed in a hurry. “We’ve got to meet our deadlines otherwise we lose money. I just sign the contracts
and get Jim in finance to push through the payment. Reviewing the contracts takes time that we just don\\'t have.” 

In her meeting with a member of the IT team, Penny has learned that although Ace Space has taken a number of
precautions to protect its website from malicious activity, it has not taken the same level of care of its physical files or
internal 

infrastructure. Penny\\'s colleague in IT has told her that a former employee lost an encrypted USB key with financial
data on it when he left. The company nearly lost access to their customer database last year after they fell victim to a
phishing 

attack. Penny is told by her IT colleague that the IT team “didn\\'t know what to do or who should do what. We hadn\\'t
been trained on it but we’re a small team though, so it worked out OK in the end.” Penny is concerned that these
issues will 

compromise Ace Space\\'s privacy and data protection. 

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO
to give the organization a data “shake up”. Her mission is to cultivate a strong privacy culture within the company. 

Penny has a meeting with Ace Space\\'s CEO today and has been asked to give her first impressions and an overview
of her next steps. 

To help Penny and her CEO with their objectives, what would be the most helpful approach to address her IT
concerns? 

A. Implement audit logging and monitoring tools. 

B. Ensure an inventory of IT assets is maintained. 

C. Host a town hall discussion for all IT employees to delivery necessary training. 

D. Perform a gap analysis of the technical countermeasures required to meet privacy compliance. 

Correct Answer: A 

 

 

QUESTION 5

SCENARIO 
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Please use the following to answer the next QUESTION: 

Your organization, the Chicago (U.S.)-based Society for Urban Greenspace, has used the same vendor to 

operate all aspects of an online store for several years. As a small nonprofit, the Society cannot afford the higher-priced
options, but you have been relatively satisfied with this budget vendor, Shopping Cart Saver (SCS). Yes, there have
been some issues. Twice, people who purchased items from the store have had their credit card information used
fraudulently subsequent to transactions on your site, but in neither case did the investigation reveal with certainty that
the Society\\'s store had been hacked. The thefts could have been employee-related. 

Just as disconcerting was an incident where the organization discovered that SCS had sold information it had collected
from customers to third parties. However, as Jason Roland, your SCS account representative, points out, it took only a
phone call from you to clarify expectations and the "misunderstanding" has not occurred again. 

As an information-technology program manager with the Society, the role of the privacy professional is only one of many
you play. In all matters, however, you must consider the financial bottom line. While these problems with privacy
protection have been significant, the additional revenues of sales of items such as shirts and coffee cups from the store
have been significant. The Society\\'s operating budget is slim, and all sources of revenue are essential. 

Now a new challenge has arisen. Jason called to say that starting in two weeks, the customer data from the store would
now be stored on a data cloud. "The good news," he says, "is that we have found a low-cost provider in Finland, where
the data would also be held. So, while there may be a small charge to pass through to you, it won\\'t be exorbitant,
especially considering the advantages of a cloud." 

Lately, you have been hearing about cloud computing and you know it\\'s fast becoming the new paradigm for various
applications. However, you have heard mixed reviews about the potential impacts on privacy protection. You begin to
research and discover that a number of the leading cloud service providers have signed a letter of intent to work
together on shared conventions and technologies for privacy protection. You make a note to find out if Jason\\'s Finnish
provider is signing on. 

What process can best answer your Questions about the vendor\\'s data security safeguards? 

A. A second-party of supplier audit 

B. A reference check with other clients 

C. A table top demonstration of a potential threat 

D. A public records search for earlier legal violations 

Correct Answer: B 
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