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QUESTION 1

You are scanning into the target network for the first time. You find very few conventional ports open. When you attempt
to perform traditional service identification by connecting to the open ports, it yields either unreliable or no results. You
are unsure of which protocols are being used. You need to discover as many different protocols as possible. 

Which kind of scan would you use to achieve this? (Choose the best answer) 

A. Nessus scan with TCP based pings. 

B. Nmap scan with the P (Ping scan) switch. 

C. Netcat scan with the switches. 

D. Nmap with the O (Raw IP packets) switch. 

Correct Answer: D 

 

QUESTION 2

In which part of OSI layer, ARP Poisoning occurs? 

A. Transport Layer 

B. Datalink Layer 

C. Physical Layer 

D. Application layer 

Correct Answer: B 

CEH-001 PDF Dumps | CEH-001 VCE Dumps | CEH-001 Study Guide                                2 / 3

https://www.passapply.com/ceh-001.html
https://www.passapply.com/ceh-001.html
https://www.passapply.com/ceh-001.html


https://www.passapply.com/ceh-001.html
2024 Latest passapply CEH-001 PDF and VCE dumps Download

 

QUESTION 3

What is the key advantage of Session Hijacking? 

A. It can be easily done and does not require sophisticated skills. 

B. You can take advantage of an authenticated connection. 

C. You can successfully predict the sequence number generation. 

D. You cannot be traced in case the hijack is detected. 

Correct Answer: B 

 

QUESTION 4

Which of the following is one of the key features found in a worm but not seen in a virus? 

A. The payload is very small, usually below 800 bytes. 

B. It is self replicating without need for user intervention. 

C. It does not have the ability to propagate on its own. 

D. All of them cannot be detected by virus scanners. 

Correct Answer: B 

 

QUESTION 5

Smart cards use which protocol to transfer the certificate in a secure manner? 

A. Extensible Authentication Protocol (EAP) 

B. Point to Point Protocol (PPP) 

C. Point to Point Tunneling Protocol (PPTP) 

D. Layer 2 Tunneling Protocol (L2TP) 

Correct Answer: A 
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