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QUESTION 1

For messages sent through an insecure channel, a properly implemented digital signature gives the receiver reason to
believe the message was sent by the claimed sender. While using a digital signature, the message digest is encrypted
with which key? 

A. Sender\\'s public key 

B. Receiver\\'s private key 

C. Receiver\\'s public key 

D. Sender\\'s private key 

Correct Answer: D 

 

QUESTION 2

__________ is found in all versions of NTFS and is described as the ability to fork file data into existing files without
affecting their functionality, size, or display to traditional file browsing utilities like dir or Windows Explorer 

A. Alternate Data Streams 

B. Merge Streams 

C. Steganography 

D. NetBIOS vulnerability 

Correct Answer: A 

 

QUESTION 3

An attacker has successfully compromised a remote computer. Which of the following comes as one of the last steps
that should be taken to ensure that the compromise cannot be traced back to the source of the problem? 

A. Install patches 

B. Setup a backdoor 

C. Install a zombie for DDOS 

D. Cover your tracks 

Correct Answer: D 

 

QUESTION 4

Syslog is a standard for logging program messages. It allows separation of the software that generates messages from
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the system that stores them and the software that reports and analyzes them. It also provides devices, which would
otherwise be unable to communicate a means to notify administrators of problems or performance. 

What default port Syslog daemon listens on? 

A. 242 

B. 312 

C. 416 

D. 514 

Correct Answer: D 

 

QUESTION 5

Vulnerability scanners are automated tools that are used to identify vulnerabilities and misconfigurations of hosts. They
also provide information regarding mitigating discovered vulnerabilities. 
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Which of the following statements is incorrect? 

A. Vulnerability scanners attempt to identify vulnerabilities in the hosts scanned. 

B. Vulnerability scanners can help identify out-of-date software versions, missing patches, or system upgrades 

C. They can validate compliance with or deviations from the organization\\'s security policy 

D. Vulnerability scanners can identify weakness and automatically fix and patch the vulnerabilities without user
intervention 

Correct Answer: D 
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