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QUESTION 1

Which of the following guidelines or standards is associated with the credit card industry?
A. Control Objectives for Information and Related Technology (COBIT)

B. Sarbanes-Oxley Act (SOX)

C. Health Insurance Portability and Accountability Act (HIPAA)

D. Payment Card Industry Data Security Standards (PCI DSS)

Correct Answer: D

QUESTION 2

Which of the following processes evaluates the adherence of an organization to its stated security policy?
A. Vulnerability assessment

B. Penetration testing

C. Risk assessment

D. Security auditing

Correct Answer: D

QUESTION 3

A simple compiler technique used by programmers is to add a terminator \\'canary word\\' containing four letters NULL
(0Ox00), CR (0x0d), LF (0Ox0a) and EOF (Oxff) so that most string operations are terminated. If the canary word has been
altered when the function returns, and the program responds by emitting an intruder alert into syslog, and then halts
what does it indicate?

A. A buffer overflow attack has been attempted

B. A buffer overflow attack has already occurred

C. A firewall has been breached and this is logged

D. An intrusion detection system has been triggered

E. The system has crashed

Correct Answer: A

QUESTION 4
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What are the main drawbacks for anti-virus software?

A. AV software is difficult to keep up to the current revisions.

B. AV software can detect viruses but can take no action.

C. AV software is signature driven so new exploits are not detected.

D. It\\'s relatively easy for an attacker to change the anatomy of an attack to bypass AV systems
E. AV software isn\\'t available on all major operating systems platforms.

F. AV software is very machine (hardware) dependent.

Correct Answer: C

QUESTION 5

You want to hide a secret.txt document inside c:\windows\system32\tcpip.dll kernel library using ADS streams. How will
you accomplish this?

A. copy secret.txt c:\\windows\system32\tcpip.dll kernel>secret.txt
B. copy secret.txt c:\windows\system32\tcpip.dll:secret.txt
C. copy secret.txt c:\windows\system32\tcpip.dll |secret.txt

D. copy secret.txt >

Correct Answer: B
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