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QUESTION 1

Which of the following commands runs snort in packet logger mode? 

A. ./snort -dev -h ./log 

B. ./snort -dev -l ./log 

C. ./snort -dev -o ./log 

D. ./snort -dev -p ./log 

Correct Answer: B 

 

QUESTION 2

You perform the above traceroute and notice that hops 19 and 20 both show the same IP address. 
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This probably indicates what? 

A. A host based IDS 

B. A Honeypot 

C. A stateful inspection firewall 

D. An application proxying firewall 

Correct Answer: C 

 

QUESTION 3

Eric has discovered a fantastic package of tools named Dsniff on the Internet. He has learnt to use these tools in his lab
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and is now ready for real world exploitation. He was able to effectively intercept communications between the two
entities and establish credentials with both sides of the connections. The two remote ends of the communication never
notice that Eric is relaying the information between the two. 

What would you call this attack? 

A. Interceptor 

B. Man-in-the-middle 

C. ARP Proxy 

D. Poisoning Attack 

Correct Answer: B 

 

QUESTION 4

Which of the following Registry location does a Trojan add entries to make it persistent on Windows 7? (Select 2
answers) 

A. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run 

B. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\System32\CurrentVersion\ Run 

C. HKEY_CURRENT_USER\Software\Microsoft\Windows\System32\CurrentVersion\Run 

D. HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run 

Correct Answer: AD 
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QUESTION 5

Which of the following processes evaluates the adherence of an organization to its stated security policy? 

A. Vulnerability assessment 

B. Penetration testing 

C. Risk assessment 

D. Security auditing 

Correct Answer: D 
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