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QUESTION 1

How can you determine if an LM hash you extracted contains a password that is less than 8 characters long? 

A. There is no way to tell because a hash cannot be reversed 

B. The right most portion of the hash is always the same 

C. The hash always starts with AB923D 

D. The left most portion of the hash is always the same 

E. A portion of the hash will be all 0\\'s 

Correct Answer: B 

 

QUESTION 2

What port number is used by Kerberos protocol? 

A. 88 

B. 44 

C. 487 

D. 419 

Correct Answer: A 

 

QUESTION 3

File extensions provide information regarding the underlying server technology. Attackers can use this information to
search vulnerabilities and launch attacks. How would you disable file extensions in Apache servers? 

A. Use disable-eXchange 

B. Use mod_negotiation 

C. Use Stop_Files 

D. Use Lib_exchanges 

Correct Answer: B 

 

QUESTION 4

What do you call a pre-computed hash? 
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A. Sun tables 

B. Apple tables 

C. Rainbow tables 

D. Moon tables 

Correct Answer: C 

 

QUESTION 5

Exhibit: You have captured some packets in Ethereal. You want to view only packets sent from 10.0.0.22. What filter will
you apply? 

A. ip = 10.0.0.22 

B. ip.src == 10.0.0.22 

C. ip.equals 10.0.0.22 

D. ip.address = 10.0.0.22 
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Correct Answer: B 
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