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QUESTION 1

Sandra has been actively scanning the client network on which she is doing a vulnerability assessment test. While
conducting a port scan she notices open ports in the range of 135 to 139. What protocol is most likely to be listening on
those ports? 

A. Finger 

B. FTP 

C. Samba 

D. SMB 

Correct Answer: D 

 

QUESTION 2

Which vital role does the U.S. Computer Security Incident Response Team (CSIRT) provide? 

A. Incident response services to any user, company, government agency, or organization in partnership with the
Department of Homeland Security 

B. Maintenance of the nation\\'s Internet infrastructure, builds out new Internet infrastructure, and decommissions old
Internet infrastructure 

C. Registration of critical penetration testing for the Department of Homeland Security and public and private sectors 

D. Measurement of key vulnerability assessments on behalf of the Department of Defense (DOD) and State
Department, as well as private sectors 

Correct Answer: A 

 

QUESTION 3

Which of the following type of scanning utilizes automated process of proactively identifying vulnerabilities of the
computing systems present on a network? 

A. Port Scanning 

B. Single Scanning 

C. External Scanning 

D. Vulnerability Scanning 

Correct Answer: D 

 

QUESTION 4
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Which of the following algorithms provides better protection against brute force attacks by using a 160-bit message
digest? 

A. MD5 

B. SHA-1 

C. RC4 

D. MD4 

Correct Answer: B 

 

QUESTION 5

A company has made the decision to host their own email and basic web services. The administrator needs to set up
the external firewall to limit what protocols should be allowed to get to the public part of the company\\'s network. Which
ports should the administrator open? (Choose three.) 

A. Port 22 

B. Port 23 

C. Port 25 

D. Port 53 

E. Port 80 

F. Port 139 

G. Port 445 

Correct Answer: CDE 
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