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QUESTION 1

An attacker has successfully compromised a remote computer. Which of the following comes as one of the last steps
that should be taken to ensure that the compromise cannot be traced back to the source of the problem?

A. Install patches

B. Setup a backdoor

C. Install a zombie for DDOS
D. Cover your tracks

Correct Answer: D

QUESTION 2

What type of Trojan is this?
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A. RAT Trojan
B. E-Mail Trojan

C. Defacement Trojan
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D. Destructing Trojan
E. Denial of Service Trojan

Correct Answer: C

QUESTION 3

Which of the following is a client-server tool utilized to evade firewall inspection?
A. tcp-over-dns

B. kismet

C. nikto

D. hping

Correct Answer: A

QUESTION 4

When using Wireshark to acquire packet capture on a network, which device would enable the capture of all traffic on
the wire?

A. Network tap

B. Layer 3 switch

C. Network bridge

D. Application firewall

Correct Answer: A

QUESTION 5

What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your
network is comprised of Windows NT, 2000, and XP?(Choose all that apply.

A. 110
B. 135
C. 139
D. 161
E. 445

F. 1024
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Correct Answer: BCE
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