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QUESTION 1

Which of the following Netcat commands would be used to perform a UDP scan of the lower 1024 ports? 

A. Netcat -h -U 

B. Netcat -hU  

C. Netcat -sU -p 1-1024  

D. Netcat -u -v -w2 1-1024 E. Netcat -sS -O target/1024 

Correct Answer: D 

 

QUESTION 2

What ICMP message types are used by the ping command? 

A. Timestamp request (13) and timestamp reply (14) 

B. Echo request (8) and Echo reply (0) 

C. Echo request (0) and Echo reply (1) 

D. Ping request (1) and Ping reply (2) 

Correct Answer: B 

 

QUESTION 3

Sniffing is considered an active attack. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 4

An attacker uses a communication channel within an operating system that is neither designed nor intended to transfer
information. What is the name of the communications channel? 

A. Classified 

B. Overt 

C. Encrypted 
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D. Covert 

Correct Answer: D 

 

QUESTION 5

Which of the following is a hashing algorithm? 

A. MD5 

B. PGP 

C. DES D. ROT13 

Correct Answer: A 

CEH-001 PDF Dumps CEH-001 Study Guide CEH-001 Exam Questions

Powered by TCPDF (www.tcpdf.org)

CEH-001 PDF Dumps | CEH-001 Study Guide | CEH-001 Exam Questions                                3 / 3

https://www.passapply.com/ceh-001.html
https://www.passapply.com/ceh-001.html
https://www.passapply.com/ceh-001.html
http://www.tcpdf.org
https://www.passapply.com/ceh-001.html
https://www.passapply.com/ceh-001.html
https://www.passapply.com/ceh-001.html

