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QUESTION 1

Which type of Nmap scan is the most reliable, but also the most visible, and likely to be picked up by and IDS? 

A. SYN scan 

B. ACK scan 

C. RST scan 

D. Connect scan 

E. FIN scan 

Correct Answer: D 

 

QUESTION 2

What type of OS fingerprinting technique sends specially crafted packets to the remote OS and analyzes the received
response? 

A. Passive 

B. Reflective 

C. Active 

D. Distributive 

Correct Answer: C 

 

QUESTION 3

To what does "message repudiation" refer to what concept in the realm of email security? 

A. Message repudiation means a user can validate which mail server or servers a message was passed through. 

B. Message repudiation means a user can claim damages for a mail message that damaged their reputation. 

C. Message repudiation means a recipient can be sure that a message was sent from a particular person. 

D. Message repudiation means a recipient can be sure that a message was sent from a certain host. 

E. Message repudiation means a sender can claim they did not actually send a particular message. 

Correct Answer: E 

 

QUESTION 4
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Which of the following conditions must be given to allow a tester to exploit a Cross-Site Request Forgery (CSRF)
vulnerable web application? 

A. The victim user must open the malicious link with an Internet Explorer prior to version 8. 

B. The session cookies generated by the application do not have the HttpOnly flag set. 

C. The victim user must open the malicious link with a Firefox prior to version 3. 

D. The web application should not use random tokens. 

Correct Answer: D 

 

QUESTION 5

While examining a log report you find out that an intrusion has been attempted by a machine whose IP address is
displayed as 0xde.0xad.0xbe.0xef. It looks to you like a hexadecimal number. You perform a ping 0xde.0xad.0xbe.0xef.
Which of the following IP addresses will respond to the ping and hence will likely be responsible for the intrusion? 

A. 192.10.25.9 

B. 10.0.3.4 

C. 203.20.4.5 

D. 222.273.290.239 

Correct Answer: D 
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