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QUESTION 1

Of the following, who should be PRIMARILY accountable for creating an organization\\'s privacy management strategy?
A. Chief data officer (CDO)

B. Privacy steering committee

C. Information security steering committee

D. Chief privacy officer (CPO)

Correct Answer: C

QUESTION 2

Which of the following vulnerabilities is MOST effectively mitigated by enforcing multi-factor authentication to obtain
access to personal information?

A. End users using weak passwords

B. Organizations using weak encryption to transmit data
C. Vulnerabilities existing in authentication pages

D. End users forgetting their passwords

Correct Answer: A

QUESTION 3

Which of the following should be done FIRST when a data collection process is deemed to be a high-level risk?
A. Conduct a privacy impact assessment (PIA).

B. Create a system of records notice (SORN).

C. Perform a business impact analysis (BIA).

D. Implement remediation actions to mitigate privacy risk.

Correct Answer: A

QUESTION 4

Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger
access control to systems containing patient records?

A. Limited functions and capabilities of a secured operating environment
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B. Monitored network activities for unauthorized use
C. Improved data integrity and reduced effort for privacy audits
D. Unlimited functionalities and highly secured applications

Correct Answer: B

QUESTION 5

In a contract for cloud services, whom should a cloud provider agree to notify in the event of a personal data breach?
A. Its client\\'s end users

B. Its client\\'s insurance carrier

C. Its client\\'s regulatory authority

D. Its client

Correct Answer: A
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