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QUESTION 1

When using a digital signature, which of the following keys will the recipient need to verify the authenticity of the
sender\\'s message? 

A. The recipient\\'s public key 

B. The sender\\'s private key 

C. The sender\\'s public key 

D. The recipient\\'s private key 

Correct Answer: C 

 

QUESTION 2

Which of the following features should be incorporated into an organization\\'s technology stack to meet privacy
requirements related to the rights of data subjects to control their personal data? 

A. Providing system engineers the ability to search and retrieve data 

B. Allowing individuals to have direct access to their data 

C. Allowing system administrators to manage data access 

D. Establishing a data privacy customer service bot for individuals 

Correct Answer: B 

Any organization collecting information about EU residents is required to operate with transparency in collecting and
using their personal information. Chapter III of the GDPR defines eight data subject rights that have become
foundational for 

other privacy regulations around the world: 

Right to access personal data. Data subjects can access the data collected on them. 

 

QUESTION 3

During which of the following system lifecycle stages is it BEST to conduct a privacy impact assessment (PIA) on a
system that holds personal data? 

A. Functional testing 

B. Development 

C. Production 

D. User acceptance testing (UAT) 
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Correct Answer: B 

 

 

QUESTION 4

During which stage of the software development life cycle (SDLC) is it MOST critical to conduct a privacy impact
assessment (PIA)? 

A. Development 

B. Implementation 

C. Testing 

D. Planning 

Correct Answer: A 

 

QUESTION 5

What is the BEST way for an organization to maintain the effectiveness of its privacy breach incident response plan? 

A. Require security management to validate data privacy security practices. 

B. Involve the privacy office in an organizational review of the incident response plan. 

C. Hire a third party to perform a review of data privacy processes. 

D. Conduct annual data privacy tabletop exercises. 

Correct Answer: B 
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