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QUESTION 1

An organization decides to outsource its customer personal data analytics to a third party to understand spending
habits. Which of the following is the MOST important contractual consideration?

A. Platform architecture used to process the data

B. Terms for continuous monitoring of the vendor

C. Clearly defined data responsibilities of all parties
D. The vendor\\'s vulnerability management program

Correct Answer: C

QUESTION 2

Which of the following statements BEST differentiates sensitive personal data from other types of confidential data?
A. The legal department is accountable for protecting sensitive personal data.

B. Masking technigues are only applicable to the protection of sensitive personal data.

C. Sensitive personal data merits a higher level of protection.

D. Sensitive personal data requires deletion beyond the retention period by law.

Correct Answer: C

QUESTION 3

Which of the following is the BEST method to ensure the security of encryption keys when transferring data containing
personal information between cloud applications?

A. Whole disk encryption

B. Asymmetric encryption
C. Digital signature

D. Symmetric encryption

Correct Answer: B

Reference: https://www.keyfactor.com/blog/symmetric-vs-asymmetric-encryption/

QUESTION 4

Which of the following is the MOST important consideration when using advanced data sanitization methods to ensure
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privacy data will be unrecoverable?

A. Subject matter expertise

B. Type of media

C. Regulatory compliance requirements
D. Location of data

Correct Answer: C

Reference: https://techreset.com/itad-guides/data-sanitization-and-methods/

QUESTION 5

Which method BEST reduces the risk related to sharing of personal data between a software as a service (SaaS)
customer and the third party storing it?

A. Data hashing

B. Data encryption

C. Data pseudonymization
D. Data anonymization

Correct Answer: D
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