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QUESTION 1

Data labels could include all the following, except:
A. Distribution limitations

B. Multifactor authentication

C. Confidentiality level

D. Access restrictions

Correct Answer: B

All the others might be included in data labels, but multifactor authentication is a procedure used for access control, not
a label.

QUESTION 2

What expectation of data custodians is made much more challenging by a cloud implementation, especially with PaaS
or SaaS?

A. Data classification

B. Knowledge of systems

C. Access to data

D. Encryption requirements

Correct Answer: B

Under the Federal Rules of Civil Procedure, data custodians are assumed and expected to have full and comprehensive
knowledge of the internal design and architecture of their systems. In a cloud environment, especially with PaaS and

Saas, it is impossible for the data custodian to have this knowledge because those systems are controlled by the cloud
provider and protected as proprietary knowledge.

QUESTION 3

Which of the following is the least challenging with regard to eDiscovery in the cloud?
A. Identifying roles such as data owner, controller and processor

B. Decentralization of data storage

C. Forensic analysis

D. Complexities of International law

Correct Answer: C
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Forensic analysis is the least challenging of the answers provided as it refers to the analysis of data once it is obtained.
The challenges revolve around obtaining the data for analysis due to the complexities of international law, the
decentralization of data storage or difficulty knowing where to look, and identifying the data owner, controller, and
processor.

QUESTION 4

Where is a DLP solution generally installed when utilized for monitoring data at rest?

A. Network firewall

B. Host system

C. Application server

D. Database server

Correct Answer: B

To monitor data at rest appropriately, the DLP solution would be installed on the host system where the data resides. A
database server, in some situations, may be an appropriate answer, but the host system is the best answer because a
database server is only one example of where data could reside. An application server processes data and typically sits

between the data and presentation zones, and as such, does not store data at rest. A network firewall would be more
appropriate for data in transit because it is not a place where data would reside.

QUESTION 5

What concept does the "R" represent with the DREAD model?

A. Reproducibility

B. Repudiation

C. Risk

D. Residual

Correct Answer: A

Reproducibility is the measure of how easy it is to reproduce and successful use an exploit. Scoring within the DREAD

model ranges from 0, signifying a nearly impossibly exploit, up to 10, which signifies something that anyone from a
simple function call could exploit, such as a URL.
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