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QUESTION 1

Which of the following systems is used to employ a variety of different techniques to discover and alert on threats and
potential threats to systems and networks? 

A. IDS 

B. IPS 

C. Firewall 

D. WAF 

Correct Answer: A 

An intrusion detection system (IDS) is implemented to watch network traffic and operations, using predefined criteria or
signatures, and alert administrators if anything suspect is found. An intrusion prevention system (IPS) is similar to an
IDS but actually takes action against suspect traffic, whereas an IDS just alerts when it finds anything suspect. A firewall
works at the network level and only takes into account IP addresses, ports, and protocols; it does not inspect the traffic
for patterns or content. A web application firewall (WAF) works at the application layer and provides additional security
via proxying, filtering service requests, or blocking based on additional factors such as the client and requests. 

 

QUESTION 2

Which of the following is NOT something that an HIDS will monitor? 

A. Configurations 

B. User logins 

C. Critical system files 

D. Network traffic 

Correct Answer: B 

A host intrusion detection system (HIDS) monitors network traffic as well as critical system files and configurations. 

 

QUESTION 3

Tokenization requires two distinct _________________ . 

A. Personnel 

B. Authentication factors 

C. Encryption keys 

D. Databases 

Correct Answer: D 
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In order to implement tokenization, there will need to be two databases: the database containing the raw, original data,
and the token database containing tokens that map to original data. Having two-factor authentication is nice, but
certainly not required. Encryption keys are not necessary for tokenization. Two-person integrity does not have anything
to do with tokenization. 

 

QUESTION 4

Which approach is typically the most efficient method to use for data discovery? 

A. Metadata 

B. Content analysis 

C. Labels 

D. ACLs 

Correct Answer: A 

Metadata is data about data. It contains information about the type of data, how it is stored and organized, or
information about its creation and use. 

 

QUESTION 5

GAAPs are created and maintained by which organization? 

A. ISO/IEC 

B. AICPA 

C. PCI Council 

D. ISO 

Correct Answer: B 

The AICPA is the organization responsible for generating and maintaining what are the Generally Accepted Accounting
Practices in the United States. 
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