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QUESTION 1

Which of the following may unilaterally deem a cloud hosting model inappropriate for a system or application? 

A. Multitenancy 

B. Certification 

C. Regulation 

D. Virtualization 

Correct Answer: C 

Some regulations may require specific security controls or certifications be used for hosting certain types of data or
functions, and in some circumstances they may be requirements that are unable to be met by any cloud provider. 

 

QUESTION 2

The baseline should cover which of the following? 

A. Data breach alerting and reporting 

B. All regulatory compliance requirements 

C. As many systems throughout the organization as possible 

D. A process for version control 

Correct Answer: C 

The more systems that be included in the baseline, the more cost-effective and scalable the baseline is. The baseline
does not deal with breaches or version control; those are the provinces of the security office and CMB, respectively.
Regulatory compliance might (and usually will) go beyond the baseline and involve systems, processes, and personnel
that are not subject to the baseline. 

 

QUESTION 3

Which if the following is NOT one of the three components of a federated identity system transaction? 

A. Relying party 

B. Identity provider 

C. User 

D. Proxy relay 

Correct Answer: D 
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QUESTION 4

All of these are methods of data discovery, except: 

A. Label-based 

B. User-based 

C. Content-based 

D. Metadata-based 

Correct Answer: B 

All the others are valid methods of data discovery; user-based is a red herring with no meaning. 

 

QUESTION 5

Which of the cloud cross-cutting aspects relates to the oversight of processes and systems, as well as to ensuring their
compliance with specific policies and regulations? 

A. Governance 

B. Regulatory requirements 

C. Service-level agreements 

D. Auditability 

Correct Answer: D 

Auditing involves reports and evidence that show user activity, compliance with controls and regulations, the systems
and processes that run and what they do, as well as information and data access and 

modification records. A cloud environment adds additional complexity to traditional audits because the cloud customer
will not have the same level of access to systems and data as they would in a traditional data center. 
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