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QUESTION 1

Which of the following is the least challenging with regard to eDiscovery in the cloud? 

A. Identifying roles such as data owner, controller and processor 

B. Decentralization of data storage 

C. Forensic analysis 

D. Complexities of International law 

Correct Answer: C 

Forensic analysis is the least challenging of the answers provided as it refers to the analysis of data once it is obtained.
The challenges revolve around obtaining the data for analysis due to the complexities of international law, the
decentralization of data storage or difficulty knowing where to look, and identifying the data owner, controller, and
processor. 

 

QUESTION 2

If you are running an application that has strict legal requirements that the data cannot reside on systems that contain
other applications or systems, which aspect of cloud computing would be prohibitive in this case? 

A. Multitenancy 

B. Broad network access 

C. Portability 

D. Elasticity 

Correct Answer: A 

Multitenancy is the aspect of cloud computing that involves having multiple customers and applications running within
the same system and sharing the same resources. Although considerable mechanisms are in place to ensure isolation
and separation, the data and applications are ultimately using shared resources. Broad network access refers to the
ability to access cloud services from any location or client. Portability refers to the ability to easily move cloud services
between different cloud providers, whereas elasticity refers to the capabilities of a cloud environment to add or remove
services, as needed, to meet current demand. 

 

QUESTION 3

What is the biggest negative to leasing space in a data center versus building or maintain your own? 

A. Costs 

B. Control 

C. Certification 
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D. Regulation 

Correct Answer: B 

When leasing space in a data center, an organization will give up a large degree of control as to how it is built and
maintained, and instead must conform to the policies and procedures of the owners and operators of the data center. 

 

QUESTION 4

Within an IaaS implementation, which of the following would NOT be a metric used to quantify service charges for the
cloud customer? 

A. Memory 

B. Number of users 

C. Storage 

D. CPU 

Correct Answer: B 

Within IaaS, where the cloud customer is responsible for everything beyond the physical network, the number of users
on a system would not be a factor in billing or service charges. The core cloud services for IaaS are based on the
memory, storage, and CPU requirements of the cloud customer. Because the cloud customer with IaaS is responsible
for its own images and deployments, these components comprise the basis of its cloud provisioning and measured
services billing. 

 

QUESTION 5

With software-defined networking (SDN), which two types of network operations are segregated to allow for granularity
and delegation of administrative access and functions? 

A. Filtering and forwarding 

B. Filtering and firewalling 

C. Firewalling and forwarding 

D. Forwarding and protocol 

Correct Answer: A 

With SDN, the filtering and forwarding capabilities and administration are separated. This allows the cloud provider to
build interfaces and management tools for administrative delegation of filtering configuration, without having to allow
direct access to underlying network equipment. Firewalling and protocols are both terms related to networks, but they
are not components SDN is concerned with. 
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