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QUESTION 1

Which of the following frameworks focuses specifically on design implementation and management? 

A. ISO 31000:2009 

B. ISO 27017 

C. NIST 800-92 

D. HIPAA 

Correct Answer: A 

 

ISO 31000:2009 specifically focuses on design implementation and management. HIPAA refers to health care
regulations, NIST 800-92 is about log management, and ISO 27017 is about cloud specific security controls. 

 

QUESTION 2

Which aspect of cloud computing pertains to cloud customers only paying for the resources and services they actually
use? 

A. Metered service 

B. Measured billing 

C. Metered billing 

D. Measured service 

Correct Answer: D 

Measured service is the aspect of cloud computing that pertains to cloud services and resources being billed in a
metered way, based only on the level of consumption and duration of the cloud customer. Although they sound similar
to the correct answer, none of the other choices is the actual cloud terminology. 

 

QUESTION 3

Which of the following features is a main benefit of PaaS over IaaS? 

A. Location independence 

B. High-availability 

C. Physical security requirements 

D. Auto-scaling 

Correct Answer: D 
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With PaaS providing a fully configured and managed framework, auto-scaling can be implemented to programmatically
adjust resources based on the current demands of the environment. 

 

QUESTION 4

Which component of ITIL involves the creation of an RFC ticket and obtaining official approvals for it? 

A. Problem management 

B. Release management 

C. Deployment management 

D. Change management 

Correct Answer: D 

The change management process involves the creation of the official Request for Change (RFC) ticket, which is used to
document the change, obtain the required approvals from management and stakeholders, and track the change to
completion. Release management is a subcomponent of change management, where the actual code or configuration
change is put into place. Deployment management is similar to release management, but it\\'s where changes are
actually implemented on systems. Problem management is focused on the identification and mitigation of known
problems and deficiencies before they are able to occur. 

 

QUESTION 5

Which of the following is NOT one of the main intended goals of a DLP solution? 

A. Showing due diligence 

B. Preventing malicious insiders 

C. Regulatory compliance 

D. Managing and minimizing risk 

Correct Answer: B 

Data loss prevention (DLP) extends the capabilities for data protection beyond the standard and traditional security
controls that are offered by operating systems, application containers, and network devices. DLP is not specifically
implemented to counter malicious insiders, and would not be particularly effective in doing so, because a malicious
insider with legitimate access would have other ways to obtain data. DLP is a set of practices and controls to manage
and minimize risk, comply with regulatory requirements, and show due diligence with the protection of data. 
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