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QUESTION 1

From the perspective of compliance, what is the most important consideration when it comes to data center location? 

A. Natural disasters 

B. Utility access 

C. Jurisdiction 

D. Personnel access 

Correct Answer: C 

Jurisdiction will dictate much of the compliance and audit requirements for a data center. Although all the aspects listed
are very important to security, from a strict compliance perspective, jurisdiction is the most important. Personnel access,
natural disasters, and utility access are all important operational considerations for selecting a data center location, but
they are not related to compliance issues like jurisdiction is. 

 

QUESTION 2

Which of the following provides assurance, to a predetermined acceptable level of certainty, that an entity is indeed who
they claim to be? 

A. Authentication 

B. Identification 

C. Proofing 

D. Authorization 

Correct Answer: A 

Authentication goes a step further than identification by providing a means for proving an entity\\'s identification.
Authentication is most commonly done through mechanisms such as passwords. Identification involves ascertaining
who the entity is, but without a means of proving it, such as a name or user ID. Authorization occurs after authentication
and sets access permissions and other privileges within a system or application for the user. Proofing is not a term that
is relevant to the question. 

 

QUESTION 3

Which of the following roles is responsible for creating cloud components and the testing and validation of services? 

A. Cloud auditor 

B. Inter-cloud provider 

C. Cloud service broker 

D. Cloud service developer 
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Correct Answer: D 

The cloud service developer is responsible for developing and creating cloud components and services, as well as for
testing and validating services. 

 

QUESTION 4

In attempting to provide a layered defense, the security practitioner should convince senior management to include
security controls of which type? 

A. Physical 

B. All of the above 

C. technological 

D. Administrative 

Correct Answer: B 

Layered defense calls for a diverse approach to security. 

 

QUESTION 5

What concept does the "I" represent with the STRIDE threat model? 

A. Integrity 

B. Information disclosure 

C. IT security 

D. Insider threat 

Correct Answer: B 

Perhaps the biggest concern for any user is having their personal and sensitive information disclosed by an application.
There are many aspects of an application to consider with security and protecting this information, and it is very difficult
for any application to fully ensure security from start to finish. The obvious focus is on security within the application
itself, as well as protecting and storing the data. 
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