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QUESTION 1

Which component is a key part of software container systems? 

A. Operating system 

B. Workload tools 

C. An automated controller. 

D. The execution environment 

E. A client 

Correct Answer: D 

D: SecGuiv4, P.85: Containers: Containers are code execution environments that run within an operating system (for
now), sharing and leveraging resources of that operating system. While a VM is a full abstraction of an operating
system, a container is a constrained place to run segregated processes while still utilizing the kernel and other
capabilities of the base OS. Multiple containers can run on the same virtual machine or be implemented without the use
of VMs at all and run directly on hardware. The container provides code running inside a restricted environment with
only access to the processes and capabilities defined in the container configuration. This allows containers to launch
incredibly rapidly, since they don\\'t need to boot an operating system or launch many (sometimes any) new services;
the container only needs access to already-running services in the host OS and some can launch in milliseconds. 

 

QUESTION 2

Which of the following is NOT a method of object storage encryption? 

A. Externally managed encryption 

B. File/folder encryption 

C. Enterprise digital rights management 

D. Proxy encryption 

E. Client/application encryption 

Correct Answer: C 

 

QUESTION 3

For cloud consumers to be able to properly configure and manage their network security, what must cloud providers
do? 

A. Expose security controls 

B. Provide security templates 

C. Configure a default deny and enable controls as requested 
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D. Provide administrator access to the tenant 

E. Provide API access 

Correct Answer: A 

A. Expose security controls 

For cloud consumers to be able to properly configure and manage their network security, cloud providers must expose
security controls. Cloud providers should provide customers with the necessary tools, interfaces, and options to
configure and manage security settings and controls according to their specific needs and requirements. This allows
cloud consumers to define and implement their desired security policies, firewall rules, access controls, and other
security measures within the cloud environment. 

While options B, C, and E might also play a role in facilitating cloud consumer control over network security, option A
directly addresses the need for cloud providers to expose security controls, enabling consumers to have the flexibility
and control to configure their network security settings. 

 

QUESTION 4

What does it mean if the system or environment is built automatically from a template? 

A. Nothing. 

B. It depends on how the automation is configured. 

C. Changes made in production are overwritten by the next code or template change. 

D. Changes made in test are overwritten by the next code or template change. 

E. Changes made in production are untouched by the next code or template change. 

Correct Answer: C 

10.1.3.4 If the system or environment is built automatically from a template, likely from a CI/ CD pipeline, then any
changes made in production will be overwritten by the next code or template change. 

 

QUESTION 5

The Software Defined Perimeter (SDP) includes which components? 

A. Client, Controller, and Gateway 

B. Client, Controller, Firewall, and Gateway 

C. Client, Firewall, and Gateway 

D. Controller, Firewall, and Gateway 

E. Client, Controller, and Firewall 

Correct Answer: A 
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