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QUESTION 1

An important consideration when performing a remote vulnerability test of a cloud-based application is to
A. Obtain provider permission for test

B. Use techniques to evade cloud provider\\'s detection systems

C. Use application layer testing tools exclusively

D. Use network layer testing tools exclusively

E. Schedule vulnerability test at night

Correct Answer: A

QUESTION 2

Which of the following cloud deployment models represents a composition of two or more clouds that remain unique
identities but are bound together by standardized or proprietary technology that enables data and application
portability?

A. Public cloud

B. Hybrid cloud

C. Community cloud

D. Segregated cloud

E. None of the above

Correct Answer: B

Answer is Hybrid cloud - 1.1.2.3: Hybrid Cloud. The cloud infrastructure is a composition of two or more clouds (private,
community, or public) that remain unigue entities but are bound together by standardized or

QUESTION 3

The containment phase of the incident response lifecycle requires taking systems o ine.
A. False

B. True

Correct Answer: B

B. True

In the incident response lifecycle, the containment phase involves taking systems offline as a measure to prevent further
damage or spread of the incident. By isolating affected systems or network segments, organizations can limit the impact
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and reduce the risk of additional compromise or data loss. Taking systems offline during the containment phase allows
security teams to assess the situation, investigate the incident, and implement necessary remediation measures without
the interference of ongoing malicious activity. It also helps to

prevent the incident from spreading to other parts of the infrastructure or affecting additional systems or users.

While the specific actions taken during the containment phase may vary depending on the nature of the incident and

organizational policies, temporarily taking systems offline is a common and effective step to contain and control the
situation.

QUESTION 4

Which cloud storage technology is basically a virtual hard drive for instanced or VMs?
A. Volume storage

B. Platform

C. Database

D. Application

E. Object storage

Correct Answer: A

QUESTION 5

To what extent does the CSA Guidance document suffice for legal advice in setting up relationships with cloud service
providers?

A. The CSA Guidance document provides adequate legal advice under certain circumstances.

B. The CSA Guidance document provides an overview of selected issues and it is not a substitute for obtaining legal
advice.

C. The CSA Guidance document provides copious amounts of relevant case law to enable legal inferences to be
developed.

D. The CSA Guidance document does not discuss any legal issues at all.
E. The CSA Guidance document provides sufficient guidance to substitute for legal advice.
Correct Answer: B

Answer is B: CCSK Study Security Guide pg 37: highlights some of the legal issues raised by moving data to the cloud;
contracting with cloud service providers; and handling electronic discovery requests in litigation. Our overview here
cannot address every potential legal situation. To address your specific issues, you should consult with legal counsel in
the jurisdiction(s) in which you intend to operate and/or in which your customers reside. In addition, be aware that laws
and regulations change frequently, and thus you should verify the relevancy of information contained in this domain
before relying on it. Domain 3 is concerned primarily with the legal implications of public cloud computing and third party-
hosted private clouds.
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