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QUESTION 1

When investigating an incident in an Infrastructure as a Service (IaaS) environment, what can the user investigate on
their own? 

A. The CSP server facility 

B. The logs of all customers in a multi-tenant cloud 

C. The network components controlled by the CSP 

D. The CSP office spaces 

E. Their own virtual instances in the cloud 

Correct Answer: E 

 

QUESTION 2

Cloud provider contract enforceability should be carefully considered in light of 

A. Costs 

B. Provider key management systems 

C. Provider controls proving inadequate for customer risks 

D. Foreign and out of state jurisdictions 

E. Pre-production cloud deployments 

Correct Answer: D 

 

QUESTION 3

Which of the following items is one of the major regulatory compliance problems associated with cloud environments? 

A. The lowered cost of cloud services may violate computer service embargoes 

B. The advent of applications as a service may violate software licensing agreements 

C. Transparency is improved through consolidated and centralized management platforms 

D. The distributed nature of cloud storage may result in regulated information being sent across geographical
boundaries 

E. The multi-tenancy model allows cloud customers to unfairly share hard drives that would otherwise have been
purchased individually 

Correct Answer: D 
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QUESTION 4

Who is responsible for the security of the physical infrastructure and virtualization platform? 

A. The cloud consumer 

B. The majority is covered by the consumer 

C. It depends on the agreement 

D. The responsibility is split equally 

E. The cloud provider 

Correct Answer: E 

 

QUESTION 5

ENISA: Lock-in is ranked as a high risk in ENISA research, a key underlying vulnerability causing lock in is: 

A. Lack of completeness and transparency in terms of use 

B. Lack of information on jurisdictions 

C. No source escrow agreement 

D. Unclear asset ownership 

E. Audit or certification not available to customers 

Correct Answer: A 
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