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QUESTION 1

Which attack surfaces, if any, does virtualization technology introduce? 

A. The hypervisor 

B. Virtualization management components apart from the hypervisor 

C. configuration and VM sprawl issues 

D. All of the above 

Correct Answer: A 

 

QUESTION 2

Which type of application security testing tests running applications and includes tests such as web vulnerability testing
and fuzzing? 

A. Code Review 

B. Static Application Security Testing (SAST) 

C. Unit Testing 

D. Functional Testing 

E. Dynamic Application Security Testing (DAST) 

Correct Answer: E 

 

QUESTION 3

To what extent does the CSA Guidance document suffice for legal advice in setting up relationships with cloud service
providers? 

A. The CSA Guidance document provides adequate legal advice under certain circumstances. 

B. The CSA Guidance document provides an overview of selected issues and it is not a substitute for obtaining legal
advice. 

C. The CSA Guidance document provides copious amounts of relevant case law to enable legal inferences to be
developed. 

D. The CSA Guidance document does not discuss any legal issues at all. 

E. The CSA Guidance document provides sufficient guidance to substitute for legal advice. 

Correct Answer: D 
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QUESTION 4

Without virtualization, there is no cloud. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 5

CCM: What security requirements does the Identity and Access Management domain in the CCM address? 

A. The requirement to ensure that all files are properly backed up. 

B. The requirement to ensure inappropriate access to resources and to enable the right individuals to access the right
resources. 

C. There is no such domain as Identity and Access Management in the CCM. 

D. The requirement to ensure appropriate access to resources and to enable the right individuals to access the right
resources at the right times for the right reasons. 

Correct Answer: D 
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