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QUESTION 1

In the context of Infrastructure as a Service (laaS), a vulnerability assessment will scan virtual machines to identify
vulnerabilities in:

A. both operating system and application infrastructure contained within the CSP\\'s instances.

B. both operating system and application infrastructure contained within the customer\\'s instances
C. only application infrastructure contained within the CSP\\'s instances.

D. only application infrastructure contained within the customer\\'s instances.

Correct Answer: C

QUESTION 2

To support customer\\'s verification of the CSP claims regarding their responsibilities according to the shared
responsibility model, which of the following tools and techniques is appropriate?

A. Contractual agreement
B. Internal audit

C. External audit

D. Security assessment

Correct Answer: D

QUESTION 3
Which of the following is an example of financial business impact?

A. A hacker using a stolen administrator identity brings down the SaaS sales and marketing systems, resulting in the
inability to process customer orders or manage customer relationships.

B. While the breach was reported in a timely manner to the CEO, the CFO and CISO blamed each other in public,
resulting in a loss of public confidence that led the board to replace all three.

C. A DDoS attack renders the customer\\'s cloud inaccessible for 24 hours resulting in millions in lost sales.

D. The cloud provider fails to report a breach of customer personal data from an unsecured server, resulting in GDPR

fines of 10 million euro.

Correct Answer: C
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QUESTION 4

Network environments and virtual instances shall be designed and configured to restrict and monitor traffic between
trusted and untrusted connections. These configurations shall be reviewed at least annually, and supported by a
documented justification for use for all allowed services, protocols, ports, and by compensating controls. Which of the
following controls BEST matches this control description?

A. Network Security

B. Change Detection

C. Virtual Instance and OS Hardening

D. Network Vulnerability Management

Correct Answer: A

QUESTION 5

When a client\\'s business process changes, the CSP SLA should:

A. be reviewed, but the SLA cannot be updated.

B. not be reviewed, but the cloud contract should be cancelled immediately.
C. not be reviewed as the SLA cannot be updated.

D. be reviewed and updated if required.

Correct Answer: D
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