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QUESTION 1

Which plan will guide an organization on how to react to a security incident that might occur on the organization\\'s
systems, or that might be affecting one of their service providers?

A. Incident Response Plans
B. Security Incident Plans

C. Unexpected Event Plans
D. Emergency Incident Plans

Correct Answer: A

QUESTION 2

The Cloud Computing Compliance Controls Catalogue (C5) framework is maintained by which of the following
agencies?

A. Agence nationale de la sécurité des systemes d’'information (ANSSI)
B. National Institute of Standards and Technology (NIST)

C. National Security Agency (NSA)

D. Bundesamt fur Sicherheit in der Informationstechnik (BSI)

Correct Answer: D

Reference: https://docs.microsoft.com/en-us/compliance/regulatory/offering-c5-germany

QUESTION 3

What aspect of SaaS functionality and operations would the cloud customer be responsible for and should be audited?
A. Access controls

B. Vulnerability management

C. Source code reviews

D. Patching

Correct Answer: A

QUESTION 4

A CSP contracts for a penetration test to be conducted on its infrastructures. The auditor engages the target with no
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prior knowledge of its defenses, assets, or channels. The CSP\\'s security operation center is not notified in advance of
the scope of the audit and the test vectors. Which mode is selected by the CSP?

A. Double gray box
B. Tandem

C. Reversal

D. Double blind

Correct Answer: D

QUESTION 5

When a client\\'s business process changes, the CSP SLA should:

A. be reviewed, but the SLA cannot be updated.

B. not be reviewed, but the cloud contract should be cancelled immediately.
C. not be reviewed as the SLA cannot be updated.

D. be reviewed and updated if required.

Correct Answer: D
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