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QUESTION 1

Which of the following is a cloud-specific security standard? 

A. ISO27017 

B. ISO27701 

C. ISO22301 

D. ISO14001 

Correct Answer: A 

Reference: https://en.wikipedia.org/wiki/ISO/IEC_27017#:~:text=ISO%2FIEC%2027017%20is%20a,the%
20risk%20of%20security%20problems 

 

QUESTION 2

During an audit it was identified that a critical application hosted in an off-premises cloud is not part of the
organization\\'s DRP (Disaster Recovery Plan). Management stated that it is responsible for ensuring that the cloud
service provider (CSP) has a plan that is tested annually. What should be the auditor\\'s NEXT course of action? 

A. Review the CSP audit reports. 

B. Review the security white paper of the CSP. 

C. Review the contract and DR capability. 

D. Plan an audit of the CSP. 

Correct Answer: B 

 

QUESTION 3

To qualify for CSA STAR attestation for a particular cloud system, the SOC 2 report must cover: 

A. ISO/I 27001: 2013 controls. 

B. maturity model criteria. 

C. all Cloud Control Matrix (CCM) controls and TSPC security principles. 

D. Cloud Control Matrix (CCM) and ISO/IEC 27001:2013 controls. 

Correct Answer: C 

 

QUESTION 4
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Which objective is MOST appropriate to measure the effectiveness of password policy? 

A. The number of related incidents increases. 

B. Attempts to log with weak credentials increases. 

C. Newly created account credentials satisfy requirements. 

D. The number of related incidents decreases. 

Correct Answer: D 

 

 

QUESTION 5

The MOST critical concept of managing the build and test of code in DevOps is: 

A. continuous build. 

B. continuous delivery. 

C. continuous deployment. 

D. continuous integration. 

Correct Answer: B 

Reference: https://smartbear.com/blog/devops-testing-strategy-best-practices-tools/ 
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