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QUESTION 1

After the Vault Server is installed, the Microsoft Windows Firewall is now commandeered by the Vault Can the
administrator change these firewall rules?

A. Yes, but the administrator can only modify the firewall rules by editing the dbparm.ini file and the restarting the vault
B. Yes, the administrator can still modify Firewall rules via the Windows Firewall interface
C. No, the Vault does not permit any changes to the Firewall due to security requirements

D. Yes, but the administrator can only modify the firewall rules by editing the FirewallRules mi file and the restarting the
vault

Correct Answer: A

QUESTION 2

Which type of automatic remediation can be performed by the PTA in case of a suspected credential theft security
event?

A. Password change

B. Password reconciliation
C. Session suspension

D. Session termination
Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PTA/Security- Configuration.htm

QUESTION 3

PSM generates recordings on the Vault server in real time.
A. True

B. False

Correct Answer: A

Reference: https://www.reddit.com/r/CyberARk/comments/bz26cq/psmrecordingactivate_on_real_time/

QUESTION 4

What is the maximum number of levels of authorizations you can set up in Dual Control?
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D. 4
Correct Answer: B
Require multi-level password access approval — This advanced setting enforces an access control workflow in which

end users require two levels of authorization before they can access privileged accounts.
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/PVWA-Dual-Control.htm

QUESTION 5

The Vault Internal safe contains all of the configuration for the vault.
A. TRUE

B. FALSE

Correct Answer: B
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