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QUESTION 1

A software house is developing a new application. The application has the following requirements:
1.

Reduce the number of credential requests as much as possible

2.

Integrate with social networks

3.

Authenticate users

Which of the following is the BEST federation method to use for the application?
A. WS-Federation

B. OpenID

C. OAuth

D. SAML

Correct Answer: B

QUESTION 2

A security architect is given the following requirements to secure a rapidly changing enterprise with an increasingly
distributed and remote workforce

1.

Cloud-delivered services

2.

Full network security stack

3.

SaaS application security management

4,

Minimal latency for an optimal user experience

5.
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Integration with the cloud 1AM platform

Which of the following is the BEST solution?

A. Routing and Remote Access Service (RRAS)
B. NGFW

C. Managed Security Service Provider (MSSP)
D. SASE

Correct Answer: D

QUESTION 3

A corporation discovered its internet connection is saturated with traffic originating from multiple IP addresses across
the internet. A security analyst needs to find a solution to address future occurrences of this type of attack.

Which of the following would be the BEST solution to meet this goal?
A. Implementing cloud-scrubbing services

B. Upgrading the internet link

C. Deploying a web application firewall

D. Provisioning a reverse proxy

Correct Answer: A

QUESTION 4

A DevOps team has deployed databases, event-driven services, and an API gateway as PaaS solution that will support
a new billing system. Which of the following security responsibilities will the DevOps team need to perform?

A. Securely configure the authentication mechanisms.

B. Patch the infrastructure at the operating system.

C. Execute port scanning against the services.

D. Upgrade the service as part of life-cycle management.

Correct Answer: A

QUESTION 5

An organization\\'s finance system was recently attacked. A forensic analyst is reviewing the contents Of the
compromised files for credit card data.
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Which of the following commands should the analyst run to BEST determine whether financial data was lost?

Al grep —-v ""A4[0-9)1{12}(?:[0-9]([3})1%5" file

B. grep '*“4[0=-9]{12}(?:[0=9]{3}) 25" file

C. grep '""6(7:011]|5[0-91{2})[0-9]{12}%" file

D. grep =v ""a({?:011|5[0-8]{2}) [0-9]{12}7"' file
A. Option A

B. Option B

C. Option C

D. Option D

Correct Answer: C
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