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QUESTION 1

SIMULATION 

You are a security analyst tasked with interpreting an Nmap scan output from Company A\\'s privileged network. 

The company\\'s hardening guidelines indicate the following: 

1. 

There should be one primary server or service per device. 

2. 

Only default ports should be used. 

3. 

Non-secure protocols should be disabled. 

INSTRUCTIONS 

Using the Nmap output, identify the devices on the network and their roles, and any open ports that should be closed.
For each device found, add a device entry to the Devices Discovered list, with the following information: 

1. 

The IP address of the device 

2. 

The primary server or service of the device 

3. 

The protocol(s) that should be disabled based on the hardening guidelines 

To select multiple protocols, use CTRL+CLICK. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 
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A. Check the answer in explanation. 

B. PlaceHoder 

C. PlaceHoder 

D. PlaceHoder 

Correct Answer: A 

10.1.45.65 SFTP Server Disable 8080 

10.1.45.66 Email Server Disable 415 and 443 

10.1.45.67 Web Server Disable 21, 80 

10.1.45.68 UTM Appliance Disable 21 

 

QUESTION 2

Device event logs sources from MDM software as follows: 

Which of the following security concerns and response actions would BEST address the risks posed by the device in the
logs? 

A. Malicious installation of an application; change the MDM configuration to remove application ID 1220. 

B. Resource leak; recover the device for analysis and clean up the local storage. 

C. Impossible travel; disable the device\\'s account and access while investigating. 

D. Falsified status reporting; remotely wipe the device. 

Correct Answer: C 

 

 

QUESTION 3

A security engineer investigates an incident and determines that a rogue device is on the network. Further investigation
finds that an employee\\'s personal device has been set up to access company resources and does not comply with
standard security controls. Which of the following should the security engineer recommend to reduce the risk of future
reoccurrence? 

A. Require device certificates to access company resources. 
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B. Enable MFA at the organization\\'s SSO portal. 

C. Encrypt all workstation hard drives. 

D. Hide the company wireless SSID. 

Correct Answer: A 

To reduce the risk of unauthorized devices accessing company resources, requiring device certificates is an effective
control. Device certificates can be used to authenticate devices before they are allowed to connect to the network and
access resources, ensuring that only devices with a valid certificate, which are typically managed and issued by the
organization, can connect. 

 

QUESTION 4

An analyst discovers the following while reviewing some recent activity logs: 

Which of the following tools would MOST likely identify a future incident in a timely manner? 

A. DDoS protection 

B. File integrity monitoring 

C. SCAP scanner 

D. Protocol analyzer 

Correct Answer: A 

Reference: https7%ww cloudflare com/lp/DDc/ddos-m/?and bt=545481184035and bk=ddos%20protectionand bm=eand
bn=qand bq=107086992232and placement=and tarqet=and loc=9076927and
dv=candawsearchcpc=1andQclid=C|0KCQ [wv5uKBhD6ARIsAGv9a-
xs25kzPU42pMSSkiJt03hbOoC8mxs4MIGe9rG9UDbakhBhBs30YaAikQEALwwcBandaclsrc=aw ds 
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QUESTION 5

A web service provider has just taken on a very large contract that comes with requirements that are currently not being
implemented. In order to meet contractual requirements, the company must achieve the following thresholds: 

1. 

99.99% uptime 

2. 

Load time in 3 seconds 

3. 

Response time =
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