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QUESTION 1

A company has decided that only administrators are permitted to use PowerShell on their Windows computers. Which of
the following is the BEST way for an administrator to implement this decision?

A. Monitor the Application and Services Logs group within Windows Event Log.
B. Uninstall PowerShell from all workstations.

C. Configure user settings In Group Policy.

D. Provide user education and training.

E. Block PowerShell via HIDS.

Correct Answer: C

QUESTION 2

A small business requires a low-cost approach to theft detection for the audio recordings it produces and sells. Which of
the following techniques will MOST likely meet the business\\'s needs?

A. Performing deep-packet inspection of all digital audio files

B. Adding identifying filesystem metadata to the digital audio files
C. Implementing steganography

D. Purchasing and installing a DRM suite

Correct Answer: C

QUESTION 3

A healthcare company wants to increase the value of the data it collects on its patients by making the data available to
third-party researchers for a fee. Which of the following BEST mitigates the risk to the company?

A. Log all access to the data and correlate with the researcher.

B. Anonymize identifiable information using keyed strings

C. Ensure all data is encrypted in transit to the researcher.

D. Ensure all researchers sign and abide by non-disclosure agreements.
E. Sanitize date and time stamp information in the records.

Correct Answer: C
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Encryption plays a major role in data protection and is a popular tool for secunng data both in transit at-rest.

QUESTION 4
An organization wants to perform a scan of all its systems against best practice security configurations.

Which of the following SCAP standards, when combined, will enable the organization to view each of the configuration
checks in a machine-readable checklist format for fill automation? (Choose two.)

A. ARF

B. XCCDF

C. CPE

D. CVE

E. CVSS

F. OVAL

Correct Answer: BF

Reference: https://www.govinfo.gov/content/pkg/GOVPUB-C13-9ecd8eae582935¢93d7f410e955dabb6/pdf/{GOVPUB-
C139ecd8eae582935¢93d7f410e955dabb6.pdf (p.12)

QUESTION 5

A software house is developing a new application. The application has the following requirements:
1.

Reduce the number of credential requests as much as possible

2.

Integrate with social networks

3.

Authenticate users

Which of the following is the BEST federation method to use for the application?
A. WS-Federation

B. OpenID

C. OAuth

D. SAML

Correct Answer: B
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