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QUESTION 1

The Chief Information Officer (CIO) wants to establish a non-binding agreement with a third party that outlines the
objectives of the mutual arrangement dealing with data transfers between both organizations before establishing a
formal partnership. Which of the following would MOST likely be used? 

A. MOU 

B. OLA 

C. NDA 

D. SLA 

Correct Answer: A 

 

 

QUESTION 2

A security researcher at an organization is reviewing potential threats to the VoIP phone system infrastructure, which
uses a gigabit Internet connection. The researcher finds a vulnerability and knows placing an IPS in front of the phone 

system will mitigate the risk. The researcher gathers the following information about various IPS systems: 

The organization is concerned about cost, but call quality is critical to its operations. Which of the following vendors
would be BEST for the organization to choose? 

A. Vendor 1 

B. Vendor 2 

C. Vendor 3 

D. Vendor 4 

E. Vendor 5 

Correct Answer: C 

 

QUESTION 3
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A company\\'s chief cybersecurity architect wants to configure mutual authentication to access an internal payroll
website. The architect has asked the administration team to determine the configuration that would provide the best
defense against MITM attacks. Which of the following implementation approaches would BEST support the architect\\'s
goals? 

A. Utilize a challenge-response prompt as required input at username/password entry. 

B. Implement TLS and require the client to use its own certificate during handshake. 

C. Configure a web application proxy and institute monitoring of HTTPS transactions. 

D. Install a reverse proxy in the corporate DMZ configured to decrypt TLS sessions. 

Correct Answer: C 

 

QUESTION 4

Due to a recent breach, the Chief Executive Officer (CEO) has requested the following activities be conducted during
incident response planning: 

Involve business owners and stakeholders Create an applicable scenario Conduct a biannual verbal review of the
incident response plan Report on the lessons learned and gaps identified 

Which of the following exercises has the CEO requested? 

A. Parallel operations 

B. Full transition 

C. Internal review 

D. Tabletop 

E. Partial simulation 

Correct Answer: C 

 

QUESTION 5

Ann, a systems engineer, is working to identify an unknown node on the corporate network. To begin her investigative
work, she runs the following nmap command string: user@hostname:~$ sudo nmap 192.168.1.54 Based on the output,
nmap is unable to identify the OS running on the node, but the following ports are open on the device: TCP/22 TCP/111
TCP/512-514 TCP/2049 TCP/32778 Based on this information, which of the following operating systems is MOST likely
running on the unknown node? 

A. Linux 

B. Windows 

C. Solaris 

D. OSX 
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Correct Answer: C 

TCP/22 is used for SSH; TCP/111 is used for Sun RPC; TCP/512-514 is used by CMD like exec, but automatic
authentication is performed as with a login server, etc. These are all ports that are used when making use of the Sun
Solaris operating system. 
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