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QUESTION 1

A Chief Information Security Officer (CISO) is developing a new BIA for the organization. The CISO wants to gather
requirements to determine the appropriate RTO and RPO for the organization\\'s ERP. Which of the following should the
CISO interview as MOST qualified to provide RTO/RPO metrics?

A. Data custodian

B. Data owner

C. Security analyst

D. Business unit director

E. Chief Executive Officer (CEO)

Correct Answer: D

QUESTION 2

A security analyst is trying to identify the source of a recent data loss incident The analyst has reviewed all the logs for
the time surrounding the incident and identified all the assets on the network at the time of the data loss. The analyst
suspects the key to finding the source was obfuscated in an application.

Which of the following tools should the analyst use NEXT?

A. Software decompiler

B. Network enumerator

C. Log reduction and analysis tool

D. Static code analysis

Correct Answer: A

QUESTION 3

Which of the following describes a contract that is used to define the various levels of maintenance to be provided by an
external business vendor in secure environment?

A. NDA
B. MOU
C.BIA

D. SLA
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Correct Answer: D

QUESTION 4

Which of the following risks does expanding business into a foreign country carry?
A. Data sovereignty laws could result in unexpected liability

B. Export controls might decrease software costs

C. Data ownership might revert to the regulatory entities in the new country

D. Some security tools might be monitored by legal authorities

Correct Answer: A

QUESTION 5

The Chief Information Officer (CIO) is reviewing the IT centric BIA and RA documentation. The documentation shows
that a single 24 hours downtime in a critical business function will cost the business $2.3 million. Additionally, the
business unit which depends on the critical business function has determined that there is a high probability that a threat
will materialize based on historical data. The CIO\\'s budget does not allow for full system hardware replacement in case
of a catastrophic failure, nor does it allow for the purchase of additional compensating controls. Which of the following
should the CIO recommend to the finance director to minimize financial loss?

A. The company should mitigate the risk.

B. The company should transfer the risk.

C. The company should avoid the risk.

D. The company should accept the risk.

Correct Answer: B

To transfer the risk is to deflect it to a third party, by taking out insurance for example.
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