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QUESTION 1

An internal penetration tester was assessing a recruiting page for potential issues before it was pushed to the
production website. The penetration tester discovers an issue that must be corrected before the page goes live. The
web host administrator collects the log files below and gives them to the development team so improvements can be
made to the security design of the website.

[00:00:09] “GET /cgi-bin/forum/commentary.pl/noframes/read/20% HTTP/1.1”
200 6863
“http://search.company.com/search/cgi/search.cgi?qs=download=&dom=s&offse
t=0&hits=10&switch=0&f=us"

“"Mozilla/4.0 (compatible; MSIE &.0; Windows NT 5.1; Hotbar 4.4.7.0)7
[00:00:12] “GET /j=s/master.js HTTE/1.1" 200 2263
“http://www.company.com/egi-bin/forum/commantary.pl/noframes/read/209"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; Hotbar 4.4.7.0)”"
[00:00:22] “GET /internet/index.html HTTP/1.1% 200 £792
“http://www.company.com/video/streaming/http.html”

“Mezilla/S5.0 (¥1ll; U; Linux i686; es-ES; rv:1.6) Gecke/20040413
Debian/1.6-5"

[00:00:25] “GET /showFile.action?fileName=<script> alert (“an error has
occurred, please send your username and password to mefexample.com”)
</acript> 200

[00:00:27] “GET /contracts.html HTTP/1.0" 200 4535 “-“ “FAST-
WebCrawler/2.1-pre2 (ashenfcompany.net)”

[00:00:29] “GET /news/news.html HTTP/1.0” 200 1l&71é “-“ “FAST-
WebCrawler/2.1l-pre2 (ashenfcompany.net)®

[00:00:29] “GET /downleocad/windows/asctab3l.zip HTTP/1.0” 200 1540096
“"http://www.company.com/downloads/freeware/webdevelopment/15.html"”
“Mozilla/4.7 [en]C-S¥YMPA (Win95; U)”

[00:00:30] “GET /pics/wpaper.gif HTTE/1.0” 200 6248
“hettp://www.comptia.com/asctortf/” “Mozilla/4.05 (Macintosh; I; PEC}”

Which of the following types of attack vector did the penetration tester use?
A. SQL injection

B. CSRF

C. Brute force

D. XSS

E. TOC/TOU

Correct Answer: B

QUESTION 2
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A company uses an application in its warehouse that works with several commercially available tablets and can only be
accessed inside the warehouse. The support department would like the selection of tablets to be limited to three models
to provide better support and ensure spares are on hand. Users often keep the tablets after they leave the department,
as many of them store personal media items.

Which of the following should the security engineer recommend to meet these requirements?

A. COPE with geofencing

B. BYOD with containerization

C. MDM with remote wipe

D. CYOD with VPN

Correct Answer: C

QUESTION 3

A company that all mobile devices be encrypted, commensurate with the full disk encryption scheme of assets, such as
workstation, servers, and laptops. Which of the following will MOST likely be a limiting factor when selecting mobile
device managers for the company?

A. Increased network latency

B. Unavailable of key escrow

C. Inability to selected AES-256 encryption

D. Removal of user authentication requirements

Correct Answer: A

QUESTION 4

A technician is validating compliance with organizational policies. The user and machine accounts in the AD are not set
to expire, which is non-compliant. Which of the following network tools would provide this type of information?

A. SIEM server

B. IDS appliance

C. SCAP scanner
D. HTTP interceptor

Correct Answer: B

QUESTION 5
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A financial services company wants to migrate its email services from on-premises servers to a cloud-based email
solution. The Chief information Security Officer (CISO) must brief board of directors on the potential security concerns
related to this migration. The board is concerned about the following.

1.

Transactions being required by unauthorized individual

2.

Complete discretion regarding client names, account numbers, and investment information.

3.

Malicious attacker using email to distribute malware and ransom watre.

4,

Exfiltration of sensitivity company information.

The cloud-based email solution will provide an6-malware, reputation-based scanning, signature-based scanning, and
sandboxing. Which of the following is the BEST option to resolve the board\\'s concerns for this email migration?

A. Data loss prevention

B. Endpoint detection response
C. SSL VPN

D. Application whitelisting

Correct Answer: A
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