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QUESTION 1

Joe, a penetration tester, is tasked with testing the security robustness of the protocol between a mobile web application
and a RESTful application server. Which of the following security tools would be required to assess the security
between the mobile web application and the RESTful application server? (Select TWO).

A. Jailbroken mobile device

B. Reconnaissance tools

C. Network enumerator

D. HTTP interceptor

E. Vulnerability scanner

F. Password cracker

Correct Answer: DE

Communications between a mobile web application and a RESTful application server will use the HTTP protocol. To
capture the HTTP communications for analysis, you should use an HTTP Interceptor.

To assess the security of the application server itself, you should use a vulnerability scanner.

A vulnerability scan is the automated process of proactively identifying security vulnerabilities of computing systems in a
network in order to determine if and where a system can be exploited and/or threatened. While public servers are

important for communication and data transfer over the Internet, they open the door to potential security breaches by
threat agents, such as malicious hackers.

Vulnerability scanning employs software that seeks out security flaws based on a database of known flaws, testing
systems for the occurrence of these flaws and generating a report of the findings that an individual or an enterprise can
use to

tighten the network\\'s security.

Vulnerability scanning typically refers to the scanning of systems that are connected to the Internet but can also refer to
system audits on internal networks that are not connected to the Internet in order to assess the threat of rogue software

or malicious employees in an enterprise.

QUESTION 2

An organization is selecting a SaaS provider to replace its legacy, in house Customer Resource Management (CRM)
application. Which of the following ensures the organization mitigates the risk of managing separate user credentials?

A. Ensure the SaaS provider supports dual factor authentication.
B. Ensure the SaaS provider supports encrypted password transmission and storage.

C. Ensure the SaaS provider supports secure hash file exchange.
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D. Ensure the SaaS provider supports role-based access control.

E. Ensure the SaaS provider supports directory services federation.

Correct Answer: E

A SaasS application that has a federation server within the customer\\'s network that interfaces with the customer\\'s own
enterprise user-directory service can provide single sign-on authentication. This federation server has a trust

relationship with a corresponding federation server located within the SaaS provider\\'s network.

Single sign-on will mitigate the risk of managing separate user credentials.

QUESTION 3

After being notified of an issue with the online shopping cart, where customers are able to arbitrarily change the price of
listed items, a programmer analyzes the following piece of code used by a web based shopping cart.

SELECT ITEM FROM CART WHERE ITEM=ADDSLASHES($USERINPUT);

The programmer found that every time a user adds an item to the cart, a temporary file is created on the web server
/tmp directory. The temporary file has a name which is generated by concatenating the content of the SUSERINPUT
variable and a timestamp in the form of MM-DD-YYYY, (e.g. smartphone-12-25-2013.tmp) containing the price of the
item being purchased. Which of the following is MOST likely being exploited to manipulate the price of a shopping
cart\\'s items?

A. Input validation

B. SQL injection

C. TOCTOU

D. Session hijacking

Correct Answer: C

In this question, TOCTOU is being exploited to allow the user to modify the temp file that contains the price of the item.
In software development, time of check to time of use (TOCTOU) is a class of software bug caused by changes in a
system between the checking of a condition (such as a security credential) and the use of the results of that check. This
is one example of a race condition.

A simple example is as follows: Consider a Web application that allows a user to edit pages, and also allows
administrators to lock pages to prevent editing. A user requests to edit a page, getting a form which can be used to alter
its content. Before the user submits the form, an administrator locks the page, which should prevent editing. However,
since editing has already begun, when the user submits the form, those edits (which have already been made) are
accepted. When the user began editing, the appropriate authorization was checked, and the user was indeed allowed to

edit. However, the authorization was used later, at a time when edits should no longer have been allowed.

TOCTOU race conditions are most common in Unix between operations on the file system, but can occur in other
contexts, including local sockets and improper use of database transactions.

QUESTION 4
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An organization is integrating an ICS and wants to ensure the system is cyber resilient. Unfortunately, many of the
specialized components are legacy systems that cannot be patched. The existing enterprise consists of mission-critical
systems that require 99.9% uptime. To assist in the appropriate design of the system given the constraints, which of the
following MUST be assumed?

A. Vulnerable components

B. Operational impact due to attack

C. Time criticality of systems

D. Presence of open-source software

Correct Answer: A

QUESTION 5

An external penetration tester compromised one of the client organization\\'s authentication servers and retrieved the
password database. Which of the following methods allows the penetration tester to MOST efficiently use any obtained
administrative credentials on the client organization\\'s other systems, without impacting the integrity of any of the
systems?

A. Use the pass the hash technique

B. Use rainbow tables to crack the passwords

C. Use the existing access to change the password

D. Use social engineering to obtain the actual password

Correct Answer: A

With passing the hash you can grab NTLM credentials and you can manipulate the Windows logon sessions maintained

by the LSA component. This will allow you to operate as an administrative user and not impact the integrity of any of the
systems when running your tests.
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