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QUESTION 1

Company A has a remote work force that often includes independent contractors and out of state full time employees.
Company A\\'s security engineer has been asked to implement a solution allowing these users to collaborate on projects
with the following goals: All communications between parties need to be encrypted in transport Users must all have the
same application sets at the same version 

All data must remain at Company A\\'s site 

All users must not access the system between 12:00 and 1:00 as that is the maintenance window 

Easy to maintain, patch and change application environment 

Which of the following solutions should the security engineer recommend to meet the MOST goals? 

A. Create an SSL reverse proxy to a collaboration workspace. Use remote installation service to maintain application
version. Have users use full desktop encryption. Schedule server downtime from 12:00 to 

1:00 PM. 

B. Install an SSL VPN to Company A\\'s datacenter, have users connect to a standard virtual workstation image, set
workstation time of day restrictions. 

C. Create an extranet web portal using third party web based office applications. Ensure that Company A maintains the
administrative access. 

D. Schedule server downtime from 12:00 to 1:00 PM, implement a Terminal Server Gateway, use remote installation
services to standardize application on user\\'s laptops. 

Correct Answer: B 

 

QUESTION 2

The database team has suggested deploying a SOA based system across the enterprise. The Chief Information Officer
(CIO) has decided to consult the security manager about the risk implications for adopting this architecture. Which of the
following are concerns that the security manager should present to the CIO concerning the SOA system? (Select
TWO). 

A. Users and services are centralized and only available within the enterprise. 

B. Users and services are distributed, often times over the Internet 

C. SOA centrally manages legacy systems, and opens the internal network to vulnerabilities. 

D. SOA abstracts legacy systems as a virtual device and is susceptible to VMEscape. 

E. SOA abstracts legacy systems as web services, which are often exposed to outside threats. 

Correct Answer: BE 

 

QUESTION 3
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A security engineer on a large enterprise network needs to schedule maintenance within a fixed window of time. A total
outage period of four hours is permitted for servers. Workstations can undergo maintenance from 8:00 pm to 6:00 am
daily. Which of the following can specify parameters for the maintenance work? (Select TWO). 

A. Managed security service 

B. Memorandum of understanding 

C. Quality of service 

D. Network service provider 

E. Operating level agreement 

Correct Answer: BE 

 

QUESTION 4

Due to a new regulatory requirement, ABC Company must now encrypt all WAN transmissions. When speaking with the
network administrator, the security administrator learns that the existing routers have the minimum processing power to
do the required level of encryption. Which of the following solutions minimizes the performance impact on the router? 

A. Deploy inline network encryption devices 

B. Install an SSL acceleration appliance 

C. Require all core business applications to use encryption 

D. Add an encryption module to the router and configure IPSec 

Correct Answer: A 

 

QUESTION 5

A mature organization with legacy information systems has incorporated numerous new processes and dependencies to
manage security as its networks and infrastructure are modernized. The Chief Information Office has become
increasingly frustrated with frequent releases, stating that the organization needs everything to work completely, and the
vendor should already have those desires built into the software product. The vendor has been in constant
communication with personnel and groups within the organization to understand its business process and capture new
software requirements from users. Which of the following methods of software development is this organization\\'s
configuration management process using? 

A. Agile 

B. SDL 

C. Waterfall 

D. Joint application development 

Correct Answer: A 
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