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QUESTION 1

Company Z is merging with Company A to expand its global presence and consumer base. This purchase includes
several offices in different countries. To maintain strict internal security and compliance requirements, all employee
activity may be monitored and reviewed. Which of the following would be the MOST likely cause for a change in this
practice?

A. The excessive time it will take to merge the company\\'s information systems.

B. Countries may have different legal or regulatory requirements.

C. Company A might not have adequate staffing to conduct these reviews.

D. The companies must consolidate security policies during the merger.

Correct Answer: B

QUESTION 2

The following has been discovered in an internally developed application:
Error - Memory allocated but not freed:

char *myBuffer = malloc(BUFFER_SIZE);

if (myBuffer = NULL) {

*myBuffer = STRING_WELCOME_MESSAGE;

printf("Welcome to: %s\n", myBuffer);

}

exit(0);

Which of the following security assessment methods are likely to reveal this security weakness? (Select TWO).
A. Static code analysis

B. Memory dumping

C. Manual code review

D. Application sandboxing

E. Penetration testing

F. Black box testing

Correct Answer: AC
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QUESTION 3

An organization would like to allow employees to use their network username and password to access a third-party
service. The company is using Active Directory Federated Services for their directory service. Which of the following
should the company ensure is supported by the third-party? (Select TWO).

A. LDAP/S

B. SAML

C.NTLM

D. OAUTH

E. Kerberos

Correct Answer: BE

QUESTION 4

A systems administrator establishes a CIFS share on a UNIX device to share data to Windows systems. The security
authentication on the Windows domain is set to the highest level. Windows users are stating that they cannot
authenticate to the UNIX share. Which of the following settings on the UNIX server would correct this problem?

A. Refuse LM and only accept NTLMv2

B. Accept only LM

C. Refuse NTLMv2 and accept LM

D. Accept only NTLM

Correct Answer: A

QUESTION 5

A software project manager has been provided with a requirement from the customer to place limits on the types of
transactions a given user can initiate without external interaction from another user with elevated privileges. This
requirement is BEST described as an implementation of:

A. an administrative control

B. dual control

C. separation of duties

D. least privilege

E. collusion

Correct Answer: C
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