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QUESTION 1

An Access Manager environment utilizing failover coolies was recently upgraded from TAM 6.1.1 to IBM Security
Access MANAGER (ISAM) V9.0. The deployment professional wants to take advantage of the Distributed Session
Cache. 

What are two advantages of the DSC verses failover coolies? (Choose two.) 

A. Utilizes SHA2 encryption keys 

B. Central administration of sessions 

C. Concurrent session policy enforcement 

D. Additional session cookie increasing security 

E. Extra attributes passed in the session cookie 

Correct Answer: BC 

 

QUESTION 2

The customer currently maintains all its users in Active Directory. As part of its new IBM Security Access Manager
(ISAM) V9.0 deployment, the customer understands it will have to implement the ISAM "Global Sign-on (GSO)" to
archive SSO with certain backend applications which do their own authentication and cannot be modified. 

Which federated repositories configuration will address the customer requirements? 

A. Use an external ISDS LDAP as the ISAM primary LDAP, federate with the AD and import all AD users into the ISAM
TDS. 

B. Configure the AD as the ISAM Primary LDAP, which will create the necessary secauthority= default suffix. Import all
users into the ISAM AD. 

C. Use the ISAM embedded LDAP as the Primary LDAP, federate with the AD and configure "basic user", and specify
"basic-user-principal-attribute= samAccountName" 

D. Use an external ISDS LDAP as the Primary LDAP, federate with the AD, configure "basic user", specify "basic-user-
principal-attribute= samAccountName" and "basic-user-suffix= secauthority=default". 

Correct Answer: C 

 

QUESTION 3

A deployment professional has a requirement to configure an OpenID provider which does not expose tokens to the end
user. 

Which grant type should be enabled when creating the federation? 

A. SAML 
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B. Explicit 

C. Refresh Token 

D. Authorization Code 

Correct Answer: D 

 

QUESTION 4

There is an SSL connectivity issue between the IBM Security Access Manager V9.0 Reverse Proxy and the backend
business application. 

Which Two troubleshooting commands under Tools in the application SSH interface can be used to validate the
Reverse Proxy can successfully connect to the backend host: secure-port? (Choose two.) 

A. Ping 

B. Session 

C. Connect 

D. Traceout 

E. Connections 

Correct Answer: BC 

Reference: https://www.ibm.com/support/knowledgecenter/SSPREK_9.0.2/com.ibm.isam.doc/admin/concept/
con_appliance_cli.html 

 

QUESTION 5

A deployment professional creates a support file on an IBM Security Access Manager V9.0 appliance. 

What is the purpose? 

A. For backup and recovery 

B. To re-image the appliance 

C. To help troubleshoot problems with the appliance 

D. To capture a snapshot of the appliance configuration 

Correct Answer: C 

Reference: https://www.ibm.com/support/knowledgecenter/SSELE6_8.0.1.2/com.ibm.isam.doc_8.0.1.2/
admin/task/alps_managing_support_files.html 
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