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QUESTION 1

An administrator would like to categorize discovered assets by port definitions and add this information to a server type
building block for further use.

Which QRadar Console functionality should the administrator use?
A. Assets Tab — Actions - Scan

B. Assets Tab — Server Discovery

C. Admin Tab — Auto Update

D. Admin — Scheduled Scans

Correct Answer: B

Reference: https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.1/com.ibm.qgradar.doc/
b_qgradar_tuning_guide.pdf

QUESTION 2

An administrator needs to restore from backup the applications in QRadar.
Which configuration item should the administrator select?

A. Installed Applications Configuration

B. Backup Installed Applications

C. Installed Applications Backup Configuration

D. Installed Programs Configuration

Correct Answer: A

Reference: https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.2/com.ibm.qradar.doc/
t_adm_appnode_appbackup.html

QUESTION 3

An administrator may be asked to collect diagnostic information on one of our main services. For example, ecs-ec.
Commands such as: /opt/gradar/support/thredtop.sh /opt/qradar/support/jmx.sh

These commands collect thread and statistical information on the Services pipeline, queues and filters.

How would an administrator identify a list of jmx ports for each service?

A. grep IMXPORT /opt/gradar/init/*
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B. grep JIMXPORT /opt/qradar/systemd/env/*
C. grep IMXPORT /opt/gradar/system/bin/*
D. grep JIMXPORT /opt/gradar/system/mem/*

Correct Answer: B

QUESTION 4

What is a reason for restarting hostcontext service in QRadar?
A. A new user was created and it needs to be replicated

B. A new network hierarchy was uploaded

C. A new app was installed

D. The host is not responding to deploy requests

Correct Answer: D

Reference: https://www.ibm.com/support/pages/qradar-restarting-hostcontext-g-switch

QUESTION 5

An administrator needs data backup.

What information is contained in the data backup?

A. Audit log information, Event data, Flow data, Report data, Indexes, Log sources

B. Audit log information, Event data, Indexes, Index management information, Flow data, Report data

C. Audit log information, Event data, Flow data, Report data, Indexes

D. Audit log information, Event data, Indexes, Index management information, Flow data, Report data, Groups
Correct Answer: C

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.0/com.ibm.qradar.doc/
c_gradar_adm_man_back_recovery.html
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