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QUESTION 1

You have an Azure subscription that contains the following resources:
A virtual network named Vnetl

A subnet named Subnetl in Vnetl

A virtual machine named VM1 that connects to Subnetl

Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage
accounts.

To achieve the requirement, you create a network security group (NSG). You configure a service tag for Microsoft
Storage and link the tag to Subnetl.

Did you achieve the requirement?
A. Yes

B. No

Correct Answer: B

This will either allow or deny traffic to all storage accounts from all virtual machines in Subnetl.

QUESTION 2

You have an Azure environment.

You are planning to deploy an Azure Firewall in a subscription named Subscriptionl.
What is the name of the subnet that must be created?

A. Default

B. DMZsubnet

C. AzureFirewallSubnet

D. FirewallSubnet

Correct Answer: C

Correct Answer(s):

AzureFirewallSubnet - The firewall will be in this subnet, and the subnet name must be AzureFirewallSubnet.
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

Wrong Answers:
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Default The default subnet that gets created along with virtual network. Azure firewall should have a dedicated subnet
named AzureFirewallSubnet.

DMZsubnet - Not a valid option.

FirewallSubnet Not a valid option.

QUESTION 3

You have an Azure virtual network named Vnetl that has one subnet. Vnetl is in the West Europe Azure region.
You deploy an Azure App Service app nhamed App1l to the West Europe region.

You need to provide Appl with access to the resources in Vnetl. The solution must minimize costs.
What should you do first?

A. Create a private link.

B. Create a new subnet.

C. Create a NAT gateway.

D. Create a gateway subnet and deploy a virtual network gateway.

Correct Answer: B

Create a new subnet, since both Vnet and App Service are in the same region.
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet#enable-vnet-integration

Regional VNet Integration = "If the VNet is in the same region, either create a new subnet or select an empty pre-
existing subnet”

QUESTION 4
HOTSPOT

You have an Azure subscription that contains the virtual networks.shown in the following table.

1“1-5 4 M i |
10.3.0.0/16 T
10.4.0.0/16 i

You have a virtual machine named VM5 that has the following IP address configurations:
1.

IP address: 10.4.0.5
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2.

Subnet mask:255.255.255.0
3.

Default gateway:10.4.0.1

4.
DNSserver:168.63.129.16

You have an Azure Private DNS zone named, fabrikam.com that contains the records shown in, the following table.

S [0 NI T
appl IB1.fabrikamicom
b1 10.3.0.7
vmil 10:3:04

The virtual network linksin the fabrikam.com DNS /one are configured as shown in the exhibit. (Click the Exhibit tab.)
VMS fails to resolve the IP address for.appKfabrik3in.com.

For each of the following statements, select Yes if, the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Yes No

Updating the IP address configurations of VMS to use a DNS
server address of 10.4.8.2 will enable the virtual machine O O
to resolve appl.fabrikam.com

Enabling a virtual network link for Vnet3 in the fabrikam.
com DNS zone will enable VM5 to resolve appl.fabrikam.com O O

Adding an A record for appl.fabrikam.com to the fabrikam. O O
com DNS zone will enable VM5 to resolve appl.fabrikam.com

Correct Answer:
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Yes No

Updating the IP address configurations of VMS to use a DNS
server address of 10.4.8.2 will enable the virtual machine O |O‘
to resolve appl.fabrikam.com

Enabling a virtual network link for Vnet3 in the fabrikam. |
com DNS zone will enable VM5 to resolve appl.fabrikam.com O |O.

Adding an A record for appl.fabrikam.com to the fabrikam. O ‘O‘
com DNS zone will enable VM5 to resolve appl.fabrikam.com

QUESTION 5
HOTSPOT

You have an Azure firewall shown in the following exhibit.
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. Firewall1 <

Firewall
e ] Delete n Lock

o Visit Azure Firewall Manager to configure and manage this firewall, =

- Essentials

Resource group (change)
RG1

Location
Morth Europe

Subscription (change)
Subscription

Subscription 1D
489f2hht-se7y-987v-g571-463hw3679512

Virtual network
Vet

Firewall policy
FirewallPolicy1

Prowvis oning state

Firewall sku
Standard

Firewall subnet
AzureFirewallSubnet

Firewall public IP
Firewall-IP1

Firewall private |P
10.100.253.4
Management subnet

Management public IP

Private IP Ranges

Succeeded Managed by Firewall Policy

Tags (change)
Click here to add tags

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

I.*.:

On Firewalll, forced tunneling [answer choice]

i is anabled already
| cannot be enabled
{

is disabled but can be enabled

On Firewalll, management by Azure Firewall Manager [answer choice]
] is anabled already
| cannot be enabled
| is disabled but can be enabled
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Correct Answer:

Answer Area
On Firewalll, forced tunneling [answer choice] | i |
| is enabled already !
| cannot be enabled . :
| is disabled but can be enabled |
On Firawalll, management by Azure Firewall Manager [answer choice] | . \ 4 il
! is enabled already
| cannot be enabled |
| is disabled but can be enabled |
Box 1:

If forced tunneling was enabled, the Firewall Subnet would be named AzureFirewallManagementSubnet. Forced
tunneling can only be enabled during the creation of the firewall. It cannot be enabled after the firewall has been
deployed.

Box 2:

The “Visit Azure Firewall Manager to configure and manage this firewall” link in the exhibit shows that the firewall is
managed by Azure Firewall Manager.
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